
 
 

 

 
 
 
 

The Local Authorities and Police and Crime Panels (Coronavirus) 
(Flexibility of Local Authority and Police and Crime Panel 
Meetings) (England and Wales) Regulations 2020) came into 
force on Saturday 4 April 2020 to enable councils to hold remote 
committee meetings during the Covid 19 pandemic period. This is 
to ensure local authorities can conduct business during this 
current public health emergency.  
 
This meeting of Council will be held remotely under these 
regulations, via the Zoom application and will be webcast to 
ensure accessibility by the public and press. 

Please ask for: 
Jonah Anthony 

 
 

19 November 2020 
 
 
Dear Councillor 
 
 

You are requested to attend a meeting of the WELWYN HATFIELD BOROUGH COUNCIL 
STANDARDS COMMITTEE to be held on Monday 30 November 2020 at 7.30 pm using 
Zoom. 
 

 
Yours faithfully 

 
Corporate Director 
Public Protection, Planning and Governance 
 

A G E N D A 
PART 1 

 

1.   APOLOGIES  
 

2.   MINUTES  
 

 To confirm as a correct record the Minutes of the meeting on 16 September 2020 
(circulated separately). 
 

3.   DECLARATIONS OF INTERESTS BY MEMBERS  
 

 To note declarations of Members’ disclosable pecuniary interests, non-disclosable 
pecuniary interests and non-pecuniary interests in respect of items on this Agenda. 
 

Public Document Pack



4.   NOTIFICATION OF URGENT BUSINESS TO BE CONSIDERED UNDER ITEM 8  
 

5.   REVIEW OF CORPORATE ANTI-FRAUD AND CORRUPTION POLICY AND 
ASSOCIATED POLICIES (Pages 5 - 46) 
 

 Report of the Corporate Director (Resources, Environment and Cultural Services) 
to seek comment from the committee on the proposed corporate anti-fraud and 
corruption policies. 
 

6.   REVIEW OF CORPORATE COMPLAINTS POLICY (Pages 47 - 96) 
 

 Report of the Corporate Director (Housing and Communities) to seek comment 
from the committee on the proposed corporate Complaints Policy. The review of 
the current policy, which was previously approved in December 2018, was brought 
forward due to updates released by the Housing Ombudsman Service (HOS) 
 

7.   REVIEW OF CORPORATE RIPA POLICY AND LIST OF AGREED 
AUTHORISING OFFICERS (Pages 97 - 120) 
 

 Report of the Corporate Director (Public Protection, Planning and Governance) to 
request that the Standards Committee note and agree the proposed changes to 
the list of RIPA authorising Officers following recent staff changes and to agree 
that the corporate RIPA policy is updated accordingly, including minor 
typographical, formatting and other consequential amendments.  
 

8.   SUCH OTHER BUSINESS AS, IN THE OPINION OF THE CHAIR, IS OF 
SUFFICIENT URGENCY TO WARRANT IMMEDIATE CONSIDERATION  
 

9.   EXCLUSION OF PRESS AND PUBLIC  
 

 The Committee is asked to resolve: 
 
That under Section 100(A) (2) and (4) of the Local Government Act 1972, the 
press and public be now excluded from the meeting for item 10 (if any) on the 
grounds that it involves the likely disclosure of confidential or exempt information 
as defined in Section 100A (3) and Part I of Schedule 12A of the said Act as 
amended. 
 
In resolving to exclude the public in respect of the exempt information, it is 
considered that the public interest in maintaining the exemption outweighs the 
public interest in disclosing the information. 
 

PART II 
 

10.   ANY OTHER BUSINESS OF AN EXEMPT NATURE AT THE DISCRETION OF 
THE CHAIR  
 

 
 
 
 
 
 



 
Circulation: Councillors T.Kingsbury (Chairman) 

L.Brandon 
A.Chesterman 
 

G.Michaelides 
P.Zukowskyj 
B.Morris 
 

 Co-opted Member - Representative of the 
Welwyn Hatfield Association of Local Councils 
Parish Councillor B.Morris 

 
 Corporate Management Team 

Press and Public (except Part II Items) 
 
If you require any further information about this Agenda please contact Jonah 
Anthony, Principal Governance Officer at democracy@welhat.gov.uk  
 

mailto:democracy@welhat.gov.uk
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Part I 
Main author: Richard Baker 
Executive Member: Councillor Duncan Bell 
All Wards  

WELWYN HATFIELD BOROUGH COUNCIL 
STANDARDS COMMITEE 30 NOVEMBER 2020 
REPORT OF THE CORPORATE DIRECTOR (RESOURCES, ENVIRONMENT AND 
CULTURAL SERVICES) 

Part I 

REVIEW OF CORPORATE ANTI-FRAUD AND CORRUPTION POLICY AND 
ASSOCIATED POLICIES  

1 Executive Summary 

1.1 The council’ s current anti-fraud and corruption policies and framework are due 
for renewal. To ensure consistency and coherent framework these policies have 
all been reviewed together. These policies are: 

• Anti-fraud and corruption
• Anti-bribery
• Anti-money Laundering
• Preventing Tax Evasion

1.2 As the reviews were more fundamental in approach, policies have not been 
presented with tracked changes. Current policies can be found on the council’s 
website for reference: 

https://www.welhat.gov.uk/policies 

2 Recommendation(s) 

2.1 That Standards Committee approve the suite of proposed policies. 

3 Explanation 

3.1 The council’s current anti-fraud and corruption policies are out of date and due a 
review. The Herts Shared Internal Fraud Service was commissioned to 
undertake a review of these policies and provide guidance on requirements. 

3.2 The policies have been updated to be more streamlined and coherent, improving 
consistency in approach between policies. An example o this is the use of a 
single email account for reporting the different areas of fraud and corruption. 

3.3 These polices reflect the latest guidance and best practice including two 
publications issued in early 2020. (Fighting Fraud and Corruption Locally 
Strategy 2020 (CIFAS) and A Guide to Understanding to Total Impact of Fraud 
2020 (International Public Sector Fraud Forum) ).  

3.4 In particular, the CIFAS strategy seeks to improve the ways in which councils can 
come together to tackle fraud, and the proposed policies provide the scope and 
framework to do so. 
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3.5 These policies were presented to Audit Committee on 28 September 2020 for 
opportunity to comment and feed into the proposed polices.  

Implications 

4 Legal Implication(s) 

4.1 There is a suite of legislation that the council must comply with in relation to fraud 
and corruption. The relevant legislation is listed on the front page of each of the 
policies.  

5 Financial Implication(s) 

5.1 There are no direct impactions arising from the implementation of these policies. 
However, the policies provide a continued framework for the council to tackle 
fraud and corruption to prevent financial losses or recover losses where a fraud 
is identified.  

6 Risk Management Implications 

6.1 Failure to have robust policies and processes in place for the prevention and 
management of fraud and corruption could expose the council to significant 
financial losses and reputational damage.  

7 Security and Terrorism Implication(s) 

7.1 In some instances, money laundering, fraud and corruption can be linked to 
wider criminal and terrorist activity. Having these policies help reduce exposure 
for the council being linked to such activities. 

8 Procurement Implication(s) 

Not applicable 

9 Climate Change Implication(s) 

9.1 Not applicable 

10 Human Resources Implication(s) 

Not applicable 

11 Health and Wellbeing Implication(s) 

11.1 Not applicable  

12 Communication and Engagement Implication(s) 

12.1 The communication and training plan on the policies will be developed for 
members and employees after the policies are approved.  

13 Link to Corporate Priorities 

13.1 The subject of this report is linked to the Council’s Corporate Priority “Our 
Council”. 

14 Equality and Diversity 
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14.1 An EqIA was completed on 17 September 2020 and no negative impact was 

identified on any of the protected groups under equalities legislation. 

 
Name of author Richard Baker 
Title Head of Resources 
Date 18 November 2020 
 
 
 
Appendices 

Appendix A - Anti-fraud and corruption 
Appendix B - Anti-bribery 
Appendix C - Anti-money Laundering 
Appendix D - Preventing Tax Evasion 
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Version 1.0 

 
Anti-fraud and Corruption Policy Statement and Strategy 
 

Scope: 
This policy applies to all employees, councillors, contractors, 
partners, suppliers, consultants, residents and service users of the 
council.   

Effective Date: October 2020 
  
Review Date: October 2021 (or sooner if there are changes to legislation) 
  
Approval: TBC 
  
Author: Head of Resources  
  
Policy Owned by: Section 151 Officer  
 
Statute: 

 
Fraud Act 2006  
Bribery Act 2010 
Proceeds of Crime Act 2002  
Money Laundering Regulations 2017 (as amended) 
Prevention of Social Housing Fraud Act 2013  
Local Government Act 1972 
Housing Act 1985 and 1988 
Theft Act 1968  
Forgery and Counterfeiting Act 1981  
Regulation of Investigatory Powers Act 2000 (RIPA)  
Criminal Procedures and Investigations Act 1996  
Police and Criminal Evidence Act 1984 (PACE) 
 

National Standards and 
Guidance 

Fighting Fraud and Corruption Locally Strategy 2020 (CIFAS) 
Code of Practice: Managing the Risk of Fraud and Corruption 
(CIPFA) 
A Guide to Understanding to Total Impact of Fraud 2020 
(International Public Sector Fraud Forum)  
UK Anti-corruption Strategy 2017-2022 (Home Office) 
Counter Fraud Standards and Profession (Cabinet Office) 
New Approaches in Tackling Tenancy Fraud (Chartered Institute of 
Housing) 

 
Related Policies 

 
See Appendix B 
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1 Scope 

1.1 This policy outlines The Council’s  attitude to fraud and corruption and the approach to 
be taken when fraud or corruption is suspected. It applies to all employees, councillors, 
contractors, partners, suppliers, consultants, volunteers, residents and service users of 
the council.     

1.2 The policy applies to all Council’s activities, including its work with strategic partners, 
third parties, suppliers and others. In the case of partnership working, the council will 
seek to promote the adoption of this policy by its partners.     

2 Policy Statement 

2.1 The Council will not tolerate fraudulent or corrupt acts and will take firm action against 
those who defraud the authority, who are corrupt or engage in financial malpractice.  

2.2 The Council will fulfil the responsibility to reduce fraud and protect our resources by a 
strategic approach consistent with that outlined in the Fighting Fraud and Corruption 
Locally Strategy 2020 and CIPFA’s Managing the Risk of Fraud and Corruption. 

2.3 The Council’s employees and Members have a key role in maintaining this culture. The 
Council has implemented effective whistleblowing arrangements and employees and 
Members are encouraged to raise any serious concerns about the Council’s work, 
including any reasonable belief that fraud or corruption is occurring.  

2.4 The desired culture is reinforced through the Council’s behavioural competencies which 
are embedded in policies and procedures, where values of openness and honesty are 
specifically mentioned.  

2.5 The Council aims to learn from any incidences of fraud or corruption and where there 
have been breakdowns in systems, procedures or governance arrangements, these will 
be reviewed and will be controls put in place to prevent a reoccurrence. 

2.6 We will Work with our partners and other investigative bodies to strengthen and 
continuously improve our arrangements to prevent fraud and corruption. 

3 Key Principles  

3.1 The Council is committed to the prevention and detection of fraud and corruption, 
whether from within or outside the organisation and accordingly the aims of this 
document are to: 

• To raise awareness of fraud and provide a consistent framework for managers and 
Members, which enables effective deterrence, prevention, detection and 
investigation of fraud and corruption; 

 
• Explain the roles and responsibilities of employees, Members and others with 

regard to fraud and corruption (Appendix A); 
 
• Create and promote an anti-fraud culture of openness and honesty; 
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• Create an environment that enables the reporting of any genuine suspicions of 

fraudulent activity. However, we will not tolerate malicious or vexatious 
allegations or those motivated by personal gain and, if proven, we may take 
disciplinary or legal action; 

 
• Assist the Council’s Section 151 Officer under the Local Government Act 1972 and 

the Head of Law & Administration in fulfilment of the role as the Council’s 
Monitoring Officer; and 

 
• Protect the Council’s resources; 

3.2 The strategy is based upon four key themes: Govern, Acknowledge, Prevent and Pursue 
(Appendix B). It adheres to the CIFAS publication “Fighting Fraud and Corruption Locally 
Strategy 2020” which was published in March 2020.  

4 Types and Impact of Fraud 

4.1  Fraud detrimentally affects the Council , its ability to meet its objectives and impacts 
on its residents. It can:  

• Undermine the standards of public service that the council is attempting to 
achieve; 

• Reduce the level of resources and services available for residents; and 
• Result in major consequences which reduce public confidence in the Council. 
 

4.2 A list of types of fraud that could be faced by the Council are contained within Appendix 
D. This list is not exhaustive but provides context on the impact fraud and corruption 
can have on the organisation and its ability to deliver its objectives.   

5 Definitions of Commonly Used Terms 

Fraud  

5.1 The Chartered Institute of Public Finance and Accountancy (CIPFA) defines fraud as: 

 “Any intentional false representation, including failure to declare information or abuse 
of position that is carried out to make gain, cause loss or expose another to the risk of 
loss” 

5.2 As a crime ‘Fraud’ is defined by the Fraud Act 2006 as:  

• Fraud by false representation  
• Fraud by failing to disclose  
• Fraud by abuse of position  

 
5.3 In addition, the Fraud Act deals with offences relating to the possession of articles for 

use in fraud, making or supplying articles for use in frauds, participation by a sole trader 
in fraudulent business, and obtaining services dishonestly, either personally or for 
another. 
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Bribery  

5.4 The Bribery Act 2010 came into force in the UK on 1 July 2011. It amends and reforms 
UK criminal law and provides a modern legal framework to combat bribery in the UK 
and internationally. Staff need to be aware of their obligations under this Act, which 
sets out the criminality of accepting and giving bribes. This applies to both staff and the 
Council corporately. 

5.5 The Bribery Act creates the following offences: 

• Active bribery: promising or giving a financial or other advantage; 
• Passive bribery: agreeing to receive or accepting a financial or other advantage;  
• Bribery of foreign public officials; and 
• The failure of commercial organisations to prevent bribery by an associated person 

(corporate offence). 

5.6 The penalty under the Bribery Act is an unlimited fine and/or imprisonment up to a 
maximum of 10 years. These responsibilities are set out within the Council’s Anti-
Bribery Policy.                   

Corruption 

5.7 Corruption is the deliberate misuse of your position for direct or indirect personal gain. 
Corruption includes offering, giving, requesting or accepting a bribe or reward, which 
influences your actions or the actions of someone else.  

5.8 The Bribery Act 2010 makes it possible for Senior Officers to be convicted where they 
are deemed to have given their consent or tacit approval in giving or receiving a bribe. 

5.9 The Act also creates the Corporate Offence of “Failing to prevent bribery on behalf of a 
commercial organisation” (corporate liability).  To protect itself against the corporate 
offence, the Act also requires organisations to have “adequate procedures in place to 
prevent bribery”. This policy, the Member and Employee codes of conduct and the 
Whistleblowing Procedure are designed to meet that requirement.  

Money Laundering 

5.10 The Council recognises its responsibilities under the Money Laundering Regulations 
2017 (as amended) and the Proceeds of Crime Act 2002. Money Laundering is the 
process by which criminals attempt to ‘recycle’ the proceeds of their criminal activities 
in order to conceal its origin and ownership whilst retaining use of the funds. 

5.11 The burden of identifying and reporting acts of money laundering rests within the 
Council. Any service that receives money from an external person or body is potentially 
vulnerable to a money laundering operation. 

5.12 The burden of identifying and reporting acts of money laundering rests within the 
Council. Any service that receives money from an external person or body is potentially 
vulnerable to a money laundering operation. 
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5.13 The need for vigilance is vital and any suspicion concerning the appropriateness of a 
transaction should be reported and advice sought from the Money Laundering 
Reporting Officer. 

5.14 Responsibilities and reporting arrangements are set out within the Council’s Anti-
Money Laundering Policy. 

6 Management of Fraud and Corruption 

6.1 As with any risk faced by the council, it is the responsibility of managers to ensure that 
any fraud risk is adequately considered when preparing risk assessments in support of 
achieving strategic priorities, business plans, project and programme objectives and 
outcomes.  

6.2 In making this assessment it is important to consider the risk of fraud occurring rather 
than any actual incidences of fraud having occurred in the past. Once the fraud risk has 
been evaluated, appropriate action should be taken to mitigate those risks on an 
ongoing basis. 

6.3 Any changes in operations or the business environment must also be assessed to ensure 
any impacts, which might increase or otherwise change the risk of fraud, bribery and 
corruption, are properly taken into account. 

6.4 Good corporate governance procedures are a strong safeguard against fraud and 
corruption. Adequate supervision, recruitment and selection, scrutiny and healthy 
scepticism must not be seen as distrust but simply as good management practice 
shaping attitudes and creating an environment opposed to fraudulent activity. 

6.5 Whilst all stakeholders in scope have a part to play in reducing the risk fraud, elected 
Members, Directors and Management are ideally positioned to influence the ethical 
tone of the organisation and play a crucial role in fostering a culture of high ethical 
standards and integrity. 

6.6 The Council adopts the four key themes of Govern, Acknowledge, Prevent and Pursue. 
The approach to each of these headings is set out in Appendix B.  

6.7 A fraud response plan is contained within Appendix C. This is used in the event of a 
fraud or a suspected fraud.  

6.8 The council will provide a counter fraud provision which: 

• Ensures that the resources dedicated are sufficient and those involved are trained 
to deliver a professional counter fraud service to the highest standards; 

• Proactively deters, prevents and detects fraud, bribery and corruption ; 
• Investigates suspected or detected fraud, bribery and corruption; and 
• Enables the council to apply appropriate sanctions and recover all losses through 

court action or by invoicing an individual. 
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6.9 In cases of confirmed fraud recommendations will be used to inform policy, systems, 
risk management and control improvements, thereby reducing the council’s exposure 
to fraudulent activity. 
 

6.10 The Council will share relevant information with third parties and participate in data 
matching exercises for the purposes of preventing, investigating and enforcing fraud and 
corruption. Data will only be shared where there is a clear legal basis for doing so in line 
with the councils Privacy Statement, Data Protection Policy and relevant legislation.  
 

6.11 On identification of a fraud or suspected fraud the Council will respond swiftly to: 
 
• Prevent further losses of funds or other assets where fraud has occurred;  
• Minimise the risk of inappropriate action or disclosure taking place which would 

compromise an investigation; 
• Ensure there is a clear understanding over who will lead any investigation and to 

ensure managers, HR, Internal Audit are involved as appropriate; 
• Establish and secure evidence necessary and ensure containment of any 

information for disciplinary, civil and/or criminal action; 
• Maximise recovery of losses; 
• Ensure appropriate and timely action is taken against those who are suspected of 

fraud; 
• Identify the perpetrators and take appropriate action with any disciplinary, civil 

and/or criminal action; and 
• Minimise any adverse publicity for Welwyn and Hatfield Borough Council 

7 Monitoring 

7.1 Fraud cases will be monitored to ensure the correct application of the policies and 
procedures. 
 

7.2 We will report on fraud information as required by the Transparency Act 2015. 

8 Version History 

Version no. 1.0 Date effective: October 2020 
Full / partial review? Full 
Brief summary of changes: Fundamental review of policy 

Staff consultation (teams): 

Housing Operations 
Legal 
Governance 
Client Services 
Procurement 
Human Resources 
Trade Unions 

Resident consultation: N/A  
Approved By Cabinet / Council: TBC 

Page 14



 

                                        
 

 

Author: Richard Baker, Head of Resources  

Appendix A – Roles and Responsibilities 
Stakeholder Responsibilities 

Chief Executive 

 
Accountable for the effectiveness of the council’s arrangements 
for countering fraud and corruption. 
 

Head of Law & 
Administration  
 
(Monitoring Officer) 

 
Statutory responsibility to ensure that the council operates within 
the law.  
 
Overall responsibility for the Members Code of Conduct and the 
maintenance and operation of the Whistleblowing Procedure  
 

 
 
Section 151 Officer 
 

 
To ensure the council has adopted and implemented an 
appropriate Anti-Fraud and Corruption Policy/Strategy . 
 
To ensure that the council has an adequately resourced and 
effective Internal Audit service to support “counter fraud” 
activity. 

Audit Committee 

 
To monitor the adequacy and effectiveness of the arrangements 
in place for combating fraud and corruption. 
 

Members 

 
To comply with the Members Code of Conduct and related 
council policies and procedures.  
 
To be aware of the possibility of fraud, corruption, bribery and 
theft, and to report any genuine concerns accordingly. 
 

External Audit 

 
Statutory duty to ensure that the Council has adequate 
arrangements in place for the prevention and detection of fraud, 
corruption, bribery and theft. 
 

Directors, Service 
Heads, Service 
Managers 

 
To promote staff awareness and ensure that all suspected or 
reported irregularities are immediately reported or referred as 
per the council’s whistleblowing procedure (whistleblowing).  
 
To ensure that there are mechanisms in place within their service 
areas to assess the risk of fraud, corruption, bribery and theft and 
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to reduce these risks by implementing strong internal controls. 

Appendix A (continued) – Roles and Responsibilities 
Stakeholder Responsibilities 

Staff 

 
To comply with council policies and procedures. 
 
To be aware of the possibility of fraud, corruption and bribery, 
and to report any genuine concerns to management or via the 
Whistleblowing procedure. 
 

 
Public, Service Users, 
Partners, Suppliers, 
Contractors and 
Consultants 
 

To report any genuine concerns / suspicions in accordance with 
the council’s reporting procedure  
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Appendix B – Governing & Acknowledging, Preventing and Pursuing Fraud 

G
ov

er
n 

Executive Support  

 
Our Senior Management Team will set the tone for a zero 
tolerance of fraud and corruption and will ensure that an anti-
fraud culture is embedded across the Council and the services 
it delivers. 
 

Robust 
Arrangements 

 
The Council will adopt and apply a variety of policies and 
procedures that seek to reduce the risk of fraud and corruption 
and encourage staff to report fraud where they see it. These 
will be regularly reviewed and updated as appropriate by the 
responsible officers. These include: 
 
• Anti-fraud and Corruption Policy 
• Whistleblowing Policy 
• Preventing Tax Evasion Policy 
• Anti-money Laundering Policy 
• Anti-bribery Policy 
• Tenancy Fraud Policy 
• Corporate Enforcement Policy 
• RIPA Policy 
• The Councils Constitution (including financial regulations, 

member code of conduct and procurement standing 
orders) 

• Employee Code of Conduct 
 

 

Ac
kn

ow
le

dg
e 

Committing 
Support 

 
The council’s commitment to tackling the threat of fraud is 
clear. We have whistleblowing and fraud reporting procedures 
and support those who come forward to report suspected 
fraud. All reports will be treated seriously and acted upon. We 
will not, however, tolerate malicious or vexatious allegations. 
 

Assessing Risks 

 
We will continuously assess those areas most vulnerable to the 
risk of fraud as part of our risk management arrangements and 
internal audit service. These risk assessments will inform our 
internal controls and counter fraud priorities.  
 

Robust Response 

 
We will continually look to strengthen measures to prevent 
fraud.  We will respond positively, taking appropriate action, 
where fraud is reported or suspected (Appendix C).  We will 
review all incidences of fraud to ensure that any weaknesses in 
systems or processes that allowed the fraud to occur as 
removed. 
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Appendix B (Cont.) – Governing & Acknowledging, Preventing and Pursuing Fraud 

 

Pr
ev

en
t 

Better use of 
information 
technology 

 
We will make use of data and analytical software to prevent 
and detect fraudulent activity.  
 
We will look for opportunities to share data and fraud 
intelligence to increase our capability to uncover potential and 
actual fraud. 
 

Anti-Fraud culture 

 
We will promote and develop a strong counter fraud culture, 
raise awareness, provide information on all aspects of our 
counter fraud work. This will include publicising the results of 
all proactive work, fraud investigations and any recovery of 
losses due to fraud. 
 

 

Pu
rs

ue
 

Fraud Recovery 

 
We will enforce and aim to recover any funds lost through the 
act of fraud. This is an important part of our strategy and will be 
rigorously pursued, where possible. 
 

Punishing 
Fraudsters 

 
We will apply realistic and effective sanctions for individuals or 
organisations where an investigation reveals fraudulent activity. 
This may include legal action, criminal and/or disciplinary 
action, where appropriate. 
 

Enforcement 

 
Appropriately trained staff or partners will investigate any fraud 
detected through the: planned proactive work; cases of 
suspected fraud referred from internal or external stakeholders; 
or, cases received via the whistleblowing procedure. 
 
We will also work with relevant internal and external 
partners/external agencies/organisations. 
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Appendix C – Fraud Response Plan 

1 Identification / Notification 

1.1 In the event of a fraud being discovered or suspected, the matter should be reported 
to the Head of Resources who will decide what further action is appropriate. Details 
should be emailed to antifraud@welhat.gov.uk 

1.2 Tenancy or Benefit Fraud can also be reported online www.welhat.gov.uk/report  

1.3 The Council relies on its employees, its agencies and the public to help prevent and 
detect fraud and corruption. Often employees are the first to realise there is something 
seriously wrong internally, as they are in positions to be able to spot any possible cases 
of fraud or corruption at an early stage. 

1.4 Council employees and Members must report any concerns they may have regarding 
fraud, bribery and corruption, whether it relates to dishonest behaviours by council 
employees, Members or by others. 

1.5 The action taken when a suspected case of fraud, bribery, or corruption is first found 
might be vital to the success of any investigation that follows, so it is important that 
employees’ actions are in line with the information given in this document. Members, 
service users, suppliers, partner organisations and members of the public are 
encouraged to report concerns about fraud and corruption. 

1.6 Whilst you can remain anonymous, it does help if your details are provided as concerns 
expressed anonymously are often much more difficult to investigate. For example, we 
may need to contact you to obtain further information or verify the information 
supplied.  

2 Investigation Process 

2.1 Any suspicion of fraud or corruption will be treated seriously and will be investigated in 
statutory provisions and local protocols to ensure any actions are carried out both fairly 
and lawfully. 

2.2 Suspected fraud and corruption will be investigated in an independent, open-minded 
and professional manner with the aim of protecting the interests of both the Council 
and the suspected individual(s). 

2.3 Where necessary the Council will work in co-operation with other organisations such as 
the Police, Department for Work and Pensions, Home Office, Her Majesty’s Revenue 
and Customs, UK Borders Agency, NHS Counter Fraud Authority and other Local 
Authorities. 

2.4 If sufficient evidence is established, the case will be reviewed to decide on the 
appropriate course of action to be taken. The Council’s corporate enforcement policy 
provide further guidance of what appropriate action will be taken against the persons 
concerned. 
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Appendix C (continued)– Fraud Response Plan 

3 Confidentiality 

3.1 Details of any investigation are strictly confidential and will not be discussed with 
anyone other than the relevant management representatives. 

3.2 If the media becomes aware of an investigation and attempts to contact employees or 
Members, no disclosure of the alleged fraud and investigation can be given. All matters 
relating to statements to the media will be dealt with through the Council’s 
communications team. 
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Appendix D – Examples of Fraud Areas 
The main areas of fraud that were reported in Fighting Fraud & Corruption Locally 2017-2022 
continue to feature as significant risks. However, there are also new fraud types emerging, 
and some of these are more prevalent in other parts of the country. Examples of fraud risk 
relevant to the Council to provide context around potential impacts include: 

Blue Badge – Use of counterfeit/altered badges, use when disabled person is not in the 
vehicle, use of a deceased person’s Blue Badge, badges issued to institutions being misused 
by employees. 

Grants – Work not carried out, funds diverted, ineligibility not declared. 

Identity fraud – False identity / fictitious persons applying for services / payments. 

Internal fraud – Diverting council monies to a personal account; accepting bribes; stealing 
cash; misallocating social housing for personal gain; working elsewhere while claiming to be 
off sick; false overtime claims; selling council property for personal gain;  

Payroll – False employees, overtime claims, expenses. 

Council Tax – False claims for discounts or exemptions to reduce liability. 

Housing Benefit – False claims regarding income, capital, rent liability or family makeup to 
increase entitlement. 

Business Rates – Deliberate withholding of information or relevant facts to evade or reduce 
liability. 

Housing/ Tenancy Fraud – providing false information to obtain social housing, sub-letting or 
parting with occupation, false succession applications and Right to Buy supported by money 
laundering. 

Procurement – Tendering issues, split contracts, double invoicing. 

Commissioning of services, including joint commissioning, and third sector 
partnerships – conflicts of interest, collusion. 

Concessionary travel schemes – Use of concession by ineligible person, including 
Freedom Passes. 

Cyber dependent crime and cyber enabled fraud – Enables a range of fraud types 
resulting in diversion of funds, creation of false applications for services and payments. 

Disabled Facility Grants – Fraudulent applications for adaptions to homes aimed at the 
disabled. 

Immigration, including sham marriages – False entitlement to services and payments. 

Insurance Fraud – False claims including slips and trips and claims for damages. 

Local Enterprise Partnerships – Voluntary partnerships between local authorities and 
businesses. Procurement fraud, grant fraud. 

New Responsibilities – Areas that have transferred to local authority responsibility e.g. 
Public Health grants, contracts. 

Money laundering – Exposure to suspect transactions. 
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Version 1.0 

 
Anti-Bribery Policy 
 

Scope: 
This policy applies to all employees, councillors, contractors, 
partners, suppliers, consultants, residents and service users of 
the council.   

Effective Date: October 2020 
  
Review Date: October 2021 (or sooner if there are changes to legislation) 
  
Approval (Committee and 
Date): TBC 

  
Author: Head of Resources  
  
Policy Owned by:  Section 151 Officer 
 
Statute: 

 
Bribery Act 2010 
 

National Standards and 
Guidance 

Tackling Tax Evasion: Government Guidance for the 
corporate offences of failure to prevent the criminal 
facilitation of tax evasion (HMRC) 
 

Related Policies Anti-fraud and Corruption Policy 
Gifts and Hospitality 
Anti-money Laundering Policy 
Whistleblowing Policy 
Codes of Conduct for Employees and Members 
Contract Procedure Rules  
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1 Scope 

1.1 This policy outlines the council’s approach to bribery. It applies to all employees, 
councillors, contractors, partners, suppliers, consultants, volunteers, residents and 
service users of the council.  

1.2 The policy applies to all council’s activities, including its work with strategic partners, 
third parties, suppliers and others. In the case of partnership working, the council will 
seek to promote the adoption of this policy by its partners.     

2 Background 

2.1 The Bribery Act 2010 (‘the Bribery Act’) aims to promote anti-bribery practices amongst 
businesses. An organisation will commit a criminal offence under the Bribery Act if it 
fails to prevent bribery that is intended to obtain or retain business, or an advantage in 
the conduct of business for the organisation.  

2.2 An individual can also be guilty of an offence under the Bribery Act. 

2.3 There are four key offences under the Act  

• Section 1 - Bribing another person 
• Section 2  -Taking a bribe 
• Section 6 - Bribing a foreign public official 
• Section 7 - Failing to prevent bribery. 

2.4 Before the Bribery Act came into force organisations were only likely to be guilty of a 
bribery offence if senior management were involved.  The Bribery Act however applies 
to all staff in the organisation, and now an organisation may be guilty of bribery if only 
the individual offender knew of the bribery. 

2.5 An organisation will have a defence to the corporate offence if it can demonstrate that 
it had adequate procedures in place to prevent bribery by, or of, persons associated 
with the organisation. 

2.6 An individual guilty of an offence under sections 1, 2 or 6 is liable: 

• On conviction in a magistrate’s court - to imprisonment for a maximum term of 12 
months, or to a fine not exceeding £5,000 or both 

• On conviction in a crown court - to imprisonment for a maximum term of 10 years 
or to an unlimited fine or both 

 
2.7 Organisations are also liable for these fines, and if guilty of an offence under section 7, 

are liable to an unlimited fine. 

3 Definition of Bribery 

3.1 Bribery is an inducement or reward offered, promised, or provided, to gain personal, 
commercial, regulatory or contractual advantage. 

 

Page 24



 

                                        
 

 

4 Key Principles  

4.1 The objective of the policy is to provide a coherent and consistent approach to all 
employees and any person who performs services for and on behalf of Welwyn  Hatfield 
Borough Council (the Council), including contractors,  subcontractors and volunteers on 
ensuring compliance with the Bribery Act. 

4.2 It will enable employees, members, contractors and volunteers to understand their 
responsibilities and allow them to take the necessary action such as reporting any 
potential breaches of the policy.   

4.3 The policy will form part of the Council’s Anti-Fraud and Corruption Framework.   

4.4 The Council is committed to preventing bribery and will not tolerate it in any of its 
activities. 

5 Policy Statement 

5.1 The Council is committed to countering bribery and corruption in all forms and will not 
tolerate it in any of its activities. 

5.2 The Council does not, and will not, pay bribes or offer improper inducement to anyone 
for any purpose.  Equally, the Council does not, and will not, accept any bribes or 
improper inducements or engage indirectly in or otherwise encourage bribery. 

5.3 All staff and those working or performing any service on or on behalf of the Council will 
neither accept nor give bribes.  

5.4 It is considered unacceptable to: 

• Give, promise to give, or offer payment, gifts or hospitality with the expectation, 
or hope, that a business advantage will be received, or to reward a business 
advantage already given; 
 

• Give, promise to give, or offer payment, gifts or hospitality to a government official, 
agent or representative to “facilitate” or expedite a routine procedure; 
 

• Accept payment from a third party that is offered with the expectation that it will 
obtain business advantage for them, whether known or suspected; 
 

• Accept a gift or hospitality from a third party if it is offered or provided with an 
expectation that a business advantage will be provided by the Council in return, 
whether known or suspected; 
 

• Retaliate against or threaten a person who has refused to commit a bribery offence 
or who has raised concerns under this policy; or 
 

• Engage in activity in breach of this policy. 
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6 Responsibilities 

6.1 Prevention detection and reporting of bribery and other forms of corruption are the 
responsibility of all those working for the Council or under its control. 
 

6.2 All staff, including third parties working or performing any service on or behalf of the 
Council, are to avoid activity that breaches this policy and must: 

 
• Ensure that they read, understand and comply with the policy; 
• Raise concerns as soon as possible if they suspect that this policy has been 

breached; 
• Act honestly with integrity at all times to safeguard the Council’s resources for 

which they are responsible; and 
• Comply with the law (both in spirit and in the letter). 

 
6.3 This policy is not meant to change the requirements of the Council’s Gifts and Hospitality 

Policy as set out in the Code of Conduct for Officers. 

7 Identification and Notification Regarding Bribery 

7.1 Concerns regarding bribery must be raised with the Councils Section 151 Officer as soon 
as practicably possible if there is a suspicion that this policy has been breached. They 
can be contacted using antifraud@welhat.gov.uk or at Welwyn Hatfield Borough 
Council, The Campus, Welwyn Garden City, Herts, AL8 6AE. 

8 Sanctions 

8.1 Staff who breach this policy may face disciplinary action, which could result in dismissal 
for misconduct or gross misconduct. 
 

8.2 Under the Public Contracts Regulations 2015 contracting authorities shall exclude a 
bidder from participation in a procurement where they have established that supplier 
has been convicted of certain offences, including bribery.  This is tested during all 
relevant procurements and the relevant action taken. 

9 Version History 

Version no. 1.0 Date effective: October 2020 
Full / partial review? Full 
Brief summary of changes: Fundamental review of policy 

Staff consultation (teams): 

Legal 
Governance 
Client Services 
Procurement 
Human Resources 
Finance/Payroll 
Trade Unions 

Resident consultation: N/A  
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Approved By Cabinet / Council: TBC 
Author: Richard Baker, Head of Resources  
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Anti-money Laundering Policy 
 

Scope: 
This policy applies to all employees, councillors, contractors, 
partners, suppliers, consultants, residents and service users of 
the council.   

Effective Date: October 2020 
  
Review Date: October 2021 (or sooner if there are changes to legislation) 
  
Approval (Committee and 
Date): TBC 

  
Author: Head of Resources  
  
Policy Owned by: Section 151 Officer 
 
Statute: 
 

 
Proceeds of Crime Act 2002 
Money Laundering Regulation 2017 (as amended) 
Financial Services and Markets Act 2000 
Terrorism Act 2000 
 

National Standards and 
Guidance 

Combating Financial Crime: Practical Advice for the Public 
Sector 2020 (CIPFA) 
 

Related Policies Anti-fraud and Corruption Policy 
Gifts and Hospitality 
Anti-money Laundering Policy 
Whistleblowing Policy 
Codes of Conduct for Employees and Members 
Contract Procedure Rules 
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1 Scope 

1.1 This policy outlines the council’s approach to bribery. It applies to all employees, 
councillors, contractors, partners, suppliers, consultants, volunteers, residents and 
service users of the council.  

1.2 The policy applies to all council’s activities, including its work with strategic partners, 
third parties, suppliers and others. In the case of partnership working, the council will 
seek to promote the adoption of this policy by its partners.     

2 Background 

2.1 Local authorities are not directly covered by the requirements of The Proceeds of Crime 
Act 2002 and the Money Laundering Regulations 2017 (as amended). However 
guidance from CIPFA indicates that they should comply with the underlying spirit of the 
legislation and regulations. 

2.2 The council is committed to the highest possible standards of conduct and has therefore 
put in place appropriate and proportionate anti-money laundering safeguards and 
reporting arrangements. 

2.3 This policy appoints Anti-Money Laundering Reporting Officer to comply with legislation 
and to oversee the reporting of suspicious activity and money laundering to the 
National Crime Agency.  

3  Definition of Money Laundering 

3.1 Money laundering describes offences involving the integration of the proceeds of crime, 
or terrorist funds, into the mainstream economy. Such offences are defined under the 
Proceeds of Crime Act 2002 as the following ‘prohibited acts’:  

• Concealing, disguising, converting, transferring or removing criminal property from 
the UK. (s327);  

• Becoming involved in an arrangement which an individual knows or suspects 
facilitates the acquisition, retention, use or control of criminal property by or on 
behalf of another person. (s328); 

• Acquiring, using or possessing criminal property (s329); 
• Doing something that might prejudice an investigation e.g. falsifying a document 

(s333); 
• Failure to disclose one of the offences listed in a) to c) above, where there are 

reasonable grounds for knowledge or suspicion (s330-332); and 
• Tipping off a person(s) who is or is suspected of being involved in money laundering 

in such a way as to reduce the likelihood of or prejudice an investigation. (s333). 

3.2 Provided the Council does not undertake activities regulated under the Financial 
Services and Markets Act 2000, the offences of ‘failure to disclose’ and ‘tipping off’ do 
not apply. However, the Council and its employees and Members remain subject to the 
remainder of the offences and the full provisions of the Terrorism Act 2000.  
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3.3 The Terrorism Act 2000 made it an offence for money laundering to become concerned 
in an arrangement relating to the retention or control of property likely to be used for 
the purposes of terrorism or resulting from acts of terrorism. 

3.4 Although the term ‘money laundering’ is generally used to describe the activities of 
organised crime, for most people it will involve a suspicion that someone they know, or 
know of, is benefiting financially from dishonest activities.  

3.5 Potentially very heavy penalties (unlimited fines and imprisonment up to fourteen 
years) can be handed down to those who are convicted of one of the offences.  

3.6 Bribery is an inducement or reward offered, promised, or provided, to gain personal, 
commercial, regulatory or contractual advantage. 

4 Key Principles  

4.1 The main requirements of the legislation are:  

• To appoint a Money Laundering Reporting Officer (MLRO); 
• Maintain client identification procedures in certain circumstances;  
• Implement a procedure to enable the reporting of suspicions of money laundering; 

and  
• Maintain record keeping procedures.  

Its aim is to enable employees and Members to respond to a concern they have in the course 
of their dealings for the Council, and also places a duty upon them to report suspicious activity 
and money laundering to the MLRO.  
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4.2 Individuals who have a concern relating to a matter outside of work should contact the 
Police. The objective of the policy is to provide a coherent and consistent approach to 
all employees and any person who performs services for and on behalf of Welwyn & 
Hatfield Borough Council (the Council), including contractors and subcontractors on 
ensuring compliance with the Bribery Act. 

4.3 It will enable employees, members, contractors and volunteers to understand their 
responsibilities and allow them to take the necessary action such as reporting any 
potential breaches of the policy.   

4.4 The policy will form part of the Council’s Anti-Fraud and Corruption Framework.   

4.5 The Council is committed to preventing bribery and will not tolerate it in any of its 
activities. 

5 Policy Statement 

5.1 The Council is committed to countering bribery and corruption in all forms including 
money laundering and will not tolerate it in any of its activities. 

5.2 All staff and those working or performing any service on or on behalf of the council be 
aware of their responsibilities and familiar with legal requirements. Officers considered 
likely to be exposed to suspicious situations, will be made aware of these by their senior 
officer and provided with appropriate training. 

5.3 It is the duty of employees and members to report all suspicious transactions to the 
MLRO whether they have received training or not, using the reporting procedure.  

5.4 A limit is set on payments to the Council in the form of cash, and no payment to the 
Council will be accepted in cash if it exceeds £5,000. 

5.5 Where the Council is carrying out “relevant business” (accountancy, audit and certain 
legal services) and, as part of this: 

• forms an ongoing business relationship with a client; or 
• undertakes a one-off transaction involving payment by or to the client of €15,000 

(approximately £13,000) or more; or 
• undertakes a series of linked one-off transactions involving total payment by or to 

the client(s) of €15,000 or more; or 
• it is known or suspected that a one-off transaction (or a series of them) involves 

money laundering; then the Client Identification Procedure must be followed 
before any business is undertaken for that client. This requirement does not apply 
if a business relationship with the client existed before 1 March 2004. 
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6 Responsibilities 

6.1 Prevention detection and reporting of money laundering and other forms of corruption 
are the responsibility of all those working for the Council or under its control. 
 

6.2 All staff, including third parties working or performing any service on or behalf of the 
Council, are to avoid activity that breaches this policy and must: 

 
• Ensure that they read, understand and comply with the policy; 
• Raise concerns as soon as possible if they suspect that this policy has been 

breached; 
• Act honestly with integrity at all times to safeguard the Council’s resources for 

which they are responsible; and 
• Comply with the law (both in spirit and in the letter). 

7 Client Identification Procedures  

7.1 Although not a legal requirement, the Council has developed formal client identification 
procedures which must be followed when council land or property is being sold. These 
procedures require individuals and, if appropriate, companies to provide proof of 
identity and current address.  
 

7.2 If satisfactory evidence is not obtained at the outset of a matter, then the transaction 
must not be progressed and a disclosure report must be submitted to the Money 
Laundering Reporting Officer.  
 

7.3 All personal data collected must be kept in compliance with the councils Data Protection 
Policy and Procedures. 

8 Identification and Reporting of Money Laundering 

8.1 The Council has designated the Section 151 Officer as the Money Laundering Reporting 
Officer. In their absence the Deputy Section 151 Officer may deputise as MLRO.  
 

8.2 They can be contacted using antifraud@welhat.gov.uk or at Welwyn Hatfield Borough 
Council, The Campus, Welwyn Garden City, Herts, AL8 6AE. 
 

8.3 Where you know or suspect that money laundering activity is taking/has taken place, or 
become concerned that your involvement in a matter may amount to a prohibited act 
under the Act, you must disclose this as soon as practicable to the MLRO. 
 

8.4 The disclosure should be within “hours” of the information coming to your attention, 
not weeks or months later. Your disclosure should be made to the MLRO using the 
disclosure report (Appendix A), the report must include as much detail as possible 
including;  

 
• Full details of the people involved;  
• Full details of the nature of their/your involvement; 
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• The types of money laundering activity involved;  
• The date(s) of such activities;  
• Whether the transactions have happened, are ongoing or are imminent;  
• Where they took place;  
• How they were undertaken;  
• The (likely) amount of money/assets involved; and  
• Why, exactly, you are suspicious.  

 
8.5 This should be provided along with any other available information to enable the MLRO 

to make a sound judgment as to whether there are reasonable grounds for knowledge 
or suspicion of money laundering, and to enable them to prepare their report to the 
National Crime Agency (NCA), where appropriate. You should also enclose copies of any 
relevant supporting documentation.  
 

8.6 If you are concerned that your involvement in the transaction would amount to a 
prohibited act under sections 327 – 329 of the Act, then your report must include all 
relevant details, as you will need consent from the NCA, via the MLRO, to take any 
further part in the transaction - this is the case even if the client gives instructions for 
the matter to proceed before such consent is given. You should therefore make it clear 
in the report if such consent is required and clarify whether there are any deadlines for 
giving such consent e.g. a completion date or legal deadline. 
 

8.7 Once you have reported the matter to the MLRO you must follow any directions the 
MLRO may give you. You must not make any further enquiries into the matter yourself, 
any necessary investigation will be undertaken by the NCA. Simply report your 
suspicions to the MLRO who will refer the matter on to the NCA if appropriate. All 
members of staff will be required to co-operate with the MLRO and the authorities 
during any subsequent money laundering investigation.  
 

8.8 Similarly, at no time and under no circumstances should you voice any suspicions to the 
person(s) whom you suspect of money laundering, even if the NCA has given consent to 
a particular transaction proceeding, without the specific consent of the MLRO; 
otherwise you may commit a criminal offence of “tipping off”.  
 

8.9 Do not, therefore, make any reference on a client file to a report having been made to 
the MLRO – should the client exercise their right to see the file, then such a note will 
obviously tip them off to the report having been made and may render you liable to 
prosecution. The MLRO will keep the appropriate records in a confidential manner.  
 

8.10 The employee must follow any subsequent directions of the MLRO or deputy and must 
not themselves make any further enquiries into the matter. 
 

8.11 The employee must not disclose or otherwise indicate their suspicions to the person 
suspected of money laundering. 
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9 Consideration of the report by the Money Laundering Reporting Officer  

9.1 Upon receipt of a disclosure report, the MLRO must note the date of receipt on their 
section of the report and acknowledge receipt of it. They should also advise you of the 
timescale within which they expect to respond to you.  
 

9.2 The MLRO will consider the report and any other available internal information they 
think relevant, for example:  

 
• reviewing other transaction patterns and volumes;  
• the length of any business relationship involved;  
• the number of any one-off transactions and linked one-off transactions; and  
• any identification evidence held.  

 
9.3 The MLRO will undertake such other reasonable inquiries they think appropriate in order 

to ensure that all available information is taken into account in deciding whether a 
report to the NCA is required (such enquiries being made in such a way as to avoid any 
appearance of tipping off those involved). The MLRO may also need to discuss the report 
with you.  
 

9.4 Once the MLRO has evaluated the disclosure report and any other relevant information, 
they must make a timely determination as to whether:  
 
• there is actual or suspected money laundering taking place; or  
• there are reasonable grounds to know or suspect that is the case; and  
• whether they need to seek consent from the NCA for a particular transaction to 

proceed.  
 

9.5 Where the MLRO does so conclude, then they must disclose the matter as soon as 
practicable to the NCA on their standard report form and in the prescribed manner, 
unless they have a reasonable excuse for non-disclosure to the NCA (for example, if you 
are a lawyer and you wish to claim legal professional privilege for not disclosing the 
information). 
 

9.6 Where the MLRO suspects money laundering but has a reasonable excuse for non-
disclosure, then they must note the report accordingly; they can then immediately give 
their consent for any ongoing or imminent transactions to proceed.  
 

9.7 In cases where legal professional privilege may apply, the MLRO must liaise with the 
Council’s Legal Department to decide whether there is a reasonable excuse for not 
reporting the matter to the NCA.  
 

9.8 Where consent is required from the NCA for a transaction to proceed, then the 
transaction(s) in question must not be undertaken or completed until the NCA has 
specifically given consent, or there is deemed consent through the expiration of the 
relevant time limits without objection from the NCA.  
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9.9 Where the MLRO concludes that there are no reasonable grounds to suspect money 

laundering then they shall mark the report accordingly and give their consent for any 
ongoing or imminent transaction(s) to proceed.  
 

9.10 All disclosure reports referred to the MLRO and reports made by them to the NCA must 
be retained by the MLRO in a confidential file kept for that purpose, for a minimum of 
five years.  
 

9.11 The MLRO commits a criminal offence if they know or suspect, or have reasonable 
grounds to do so, through a disclosure being made to them, that another person is 
engaged in money laundering and they does not disclose this as soon as practicable to 
the NCA.  
 

10 Sanctions 

10.1 Staff who breach this policy may face disciplinary action, which could result in dismissal 
for misconduct or gross misconduct. 
 

10.2 Under the Public Contracts Regulations 2015 contracting authorities shall exclude a 
supplier from participation in a procurement where they have established that 
supplier has been convicted of certain offences, including bribery and corruption 

11 Version History 

Version no. 1.0 Date effective: October 2020 
Full / partial review? Full 
Brief summary of changes: Fundamental review of policy 

Staff consultation (teams): 

Legal 
Governance 
Client Services 
Procurement 
Human Resources 
Finance/Payroll 
Trade Unions 

Resident consultation: N/A  
Approved By Cabinet / Council: TBC 
Author: Richard Baker, Head of Resources  
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Appendix A - Report to MLRO Template 
 
To:  The Money Laundering Reporting Officer antifraud@welhat.gov.uk  
            
From Officer Reporting Suspected Activity: 
 
Name:  
Position:  
Business Unit:  
Email address:  
Telephone numbers:  

 
Do not discuss the content of this report with anyone, especially the person 
you believe to be involved in the suspected money laundering activity you 

have described. To do so may constitute a tipping off offence. 
 

Details of suspected offence: 

Name(s) and address(es) of person(s) involved: (Please also include date of birth, 
nationality, national insurance numbers- if possible)  
(If a company please include details of nature of business, type of organisation, 
registered office address, company registration number, VAT registration number):  
 
 
Nature, value and timing of activity involved: (Please include full details e.g. what, 
when, where, how.) 
 
 
Nature of suspicions regarding such activity: 
 
 
Has any investigation been undertaken (as far as you are aware), If yes, please 
include details below:   Yes / No  
 
 
Have you discussed your suspicions with anyone else, if yes, please specify below, 
explaining why such discussion was necessary:  Yes / No  
 
 
Have you consulted any supervisory body guidance re money laundering? (e.g. the 
Law Society) If yes, please specify below: Yes / No  
 
 
Do you feel you have reasonable grounds for not disclosing the matter to the FCA? 
(e.g. are you a lawyer and wish to claim legal professional privilege?) If yes, please 
set out full details below: Yes / No  
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Are you involved in a transaction which might be a prohibited act under the 
Proceeds of Crime Act and which requires appropriate consent from NCA, If yes, 
please enclose details below: Yes / No 
 
 
Please detail below any other information you feel is relevant:  

 
 
 

 

FOR COMPLETION BY THE MONEY LAUNDERING REPORTING OFFICER 

Date report received:   
Date receipt of report acknowledged:  

 

Consideration of Disclosure - Action plan 

 Are there reasonable grounds for suspecting money-laundering activity?  
 
 
If there are reasonable grounds for suspicion, will a report be made to NCA? Yes / 
No  
 
 
If yes, please confirm date of report to NCA: 
 
 
Details of liaison with NCA regarding the report: 
 
 
Is consent required from the NCA for any ongoing or imminent transactions that 
would otherwise be prohibited acts.  If yes, please confirm full details; Yes / No 
 
 

 
Date consent received from NCA:  
Date receipt of report acknowledged:  
Date consent given by you to employee:  
Date consent given by you to employee for any prohibited act 
transactions to proceed: 

 

 
If there are reasonable grounds to suspect money laundering, but you do not 
intend to report the matter to the NCA, please set out below the reason(s) for non-
disclosure:  
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Other relevant information:  
 
 
 
Signed:…………………………………………… Dated:…………………………………  
 

RETENTION PERIOD FIVE YEARS 
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Version 1.0 

 
Preventing Tax Evasion Policy 
 

Scope: 
This policy applies to all employees, councillors, contractors, 
partners, suppliers, consultants, residents and service users of 
the council.   

Effective Date: October 2020 
  
Review Date: October 2021 (or sooner if there are changes to legislation) 
  
Approval (Committee and 
Date): TBC 

  
Author: Head of Resources  
  
Policy Owned by: Section 151 Officer  
 
Statute: 

 
Criminal Finance Act 2017 
Regulation of Investigatory Powers Act 2000 (RIPA)  
Criminal Procedures and Investigations Act 1996  
Police and Criminal Evidence Act 1984 (PACE) 
 

National Standards and 
Guidance 

Tackling Tax Evasion: Government Guidance for the 
corporate offences of failure to prevent the criminal 
facilitation of tax evasion (HMRC) 
 

Related Policies Anti-fraud and Corruption Policy 
Gifts and Hospitality 
IR35 Policy and Guidance 
Anti-money Laundering Policy 
Whistleblowing Policy 
Codes of Conduct for Employees and Members 
Contract Procedure Rules  
Anti-bribery Policy 
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1 Scope 

1.1 This policy outlines the council’s approach to tax evasion. It applies to all employees, 
councillors, contractors, partners, suppliers, consultants, volunteers, residents and 
service users of the council.  

1.2 The policy applies to all council’s activities, including its work with strategic partners, 
third parties, suppliers and others. In the case of partnership working, the council will 
seek to promote the adoption of this policy by its partners.     

2 Background 

2.1 The Criminal Finance Act 2017, which became law in the summer of 2017, sets out how 
those organisations categorised as ‘relevant bodies’ under the Act will be considered 
criminally liable where they fail to prevent those who act for, or on their behalf from 
criminally facilitating tax evasion.  

2.2 The Act introduced new offences that will be committed where a relevant body fails to 
prevent an associated person criminally facilitating the evasion of a tax, and this will be 
the case whether the tax evaded is owed in the UK or in a foreign country.  

2.3 Organisations, including Councils, could be liable to severe penalties if they fail to 
implement adequate procedures to prevent tax evasion. 

2.4 On 1 September 2018 Her Majesty’s Revenue and Customs (HMRC) issued guidance for 
relevant bodies formulated around the following six guiding principles:  

• Risk assessment; 
• Proportionality of risk-based prevention procedures;  
• Top level commitment; 
• Due diligence;  
• Communication (including training); and  
• Monitoring and reviewing. 

3 Definition of Tax Evasion 

3.1 It is an offence to dishonestly “take steps with a view to” or “be knowingly concerned 
in” the evasion of the tax. For these offences to be committed it is not necessary that 
any tax actually be successfully evaded. 

3.2 There are three stages that apply to both the domestic and foreign tax evasion 
facilitation offences. 

• Stage One: the criminal tax evasion by a taxpayer (either an individual or a legal 
entity) under existing law;  

• Stage Two: the criminal facilitation of the tax evasion by an “associated person” of 
the relevant body acting in that capacity;  

• Stage Three: the relevant body failed to prevent its representative from 
committing the criminal facilitation act. 
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4 Key Principles  

4.1 The objective of the policy is to provide a coherent and consistent approach to all 
employees and any person who performs services for and on behalf of Welwyn & 
Hatfield Borough Council (the Council), including contractors and subcontractors, on 
the prevention of tax evasion by those parties engaged in any form of activity with the 
Council.   

4.2 It will enable employees, members, contractors and volunteers to understand their 
responsibilities and allow them to take the necessary action such as reporting any 
potential breaches of the policy.   

4.3 The policy will form part of the Council’s Anti-Fraud and Corruption Framework.   

4.4 The Council is committed to preventing tax evasion and will not tolerate it in any of its 
activities. 

5 Policy Statement 

5.1 The Council understands it role in the prevention of tax evasion and takes its 
responsibilities seriously. 

5.2 The Council will ensure it has adequate procedures in place to assess and prevent tax 
evasion.  

5.3 It is considered unacceptable knowingly or through collusion to: 

• enter false or misleading information in relation to the employment of an 
individual to facilitate the underpayment of income tax; 
 

• process invoice payments or raise debt to facilitate the underpayment of tax; 
 

• artificially document services supplied to the Authority as being outside the scope 
of VAT; 
 

• helping an overseas contractor avoid overseas tax on payments they make to the 
Authority; or 
 

• process a payment to an employee or contractor as an expense rather than 
another type of payment which would be subject to tax. 

 
5.4 The Council will ensure it adequately investigates and takes action on any suspicion of 

tax evasion.  

6 Procedures 

6.1 Whether procedures are adequate is for the courts to decide on a case by case basis.  
The procedures need to be applied proportionately based on the level of risk of tax 
evasion to the Council.   
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6.2 Adequate procedures cover: 
 

• Risk Assessment - The Council will assess the nature and extent of its exposure to 
being considered as having failed to prevent the act of tax evasion.   
 

• Top Level Commitment - The Corporate Management Team and Cabinet are 
committed to supporting proportionate measures to safeguard against tax evasion 
and that this is clearly communicated to all managers, staff and partners of the 
Council. 
 

• Due Diligence - That the Council can demonstrate it is confident that its business 
relationships are transparent and ethical. 
 

• Clear, Practical and Accessible Policies and Procedures - That the Council’s policies 
and procedures to prevent tax evasion are clear, practical, accessible and 
enforceable. 
 

• Effective Implementation - The Prevention of Tax Evasion policy and any related 
procedures are embedded throughout the Council.  This means that statements 
setting out its commitment to preventing tax evasion are embedded in the 
recruitment, retention, and operational policies and in training programmes. 
 

• Monitoring and Review - That the Council monitors and reviews its policies and 
procedures on a regular basis to ensure that they are current, up to date and fit for 
purpose. Fraud cases will be monitored to ensure the correct application of the 
policies and procedures. 

7 Identification and Notification Regarding Tax Evasion 

7.1 Prevention, detection and reporting of bribery and other forms of corruption are the 
responsibility of all those working for the Council or under its control.  
 

7.2 Concerns must be raised with the Councils Section 151 Officer as soon as practicably 
possible if there is a suspicion that this policy has been breached using 
antifraud@welhat.gov.uk or at Welwyn Hatfield Borough Council, The Campus, Welwyn 
Garden City, Herts, AL8 6AE. 

8 Sanctions 

8.1 Staff who breach this policy will be investigated and may face disciplinary action, which 
could result in dismissal for misconduct or gross misconduct. 
 

8.2 In line with the Public Contract Regulations 2015 the council will exclude a supplier from 
participation in a procurement where the supplier has been found guilty of breaching its 
obligations in relation to the payment of taxes and may exclude a supplier where the 
council has knowledge of breach short of a conviction. 
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9 Version History 

Version no. 1.0 Date effective: October 2020 
Full / partial review? Full 
Brief summary of changes: Fundamental review of policy 

Staff consultation (teams): 

Legal 
Governance 
Client Services 
Procurement 
Human Resources 
Finance/Payroll 
Trade Unions 

Resident consultation: N/A  
Approved By Cabinet / Council: TBC 
Author: Richard Baker, Head of Resources  
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All Wards 

 
 
 
WELWYN HATFIELD BOROUGH COUNCIL 
STANDARDS COMMITTEE – 30 NOVEMBER 2020 
REPORT OF THE CORPORATE DIRECTOR (HOUSING AND COMMUNITIES) 

COMPLAINTS POLICY 

1 Executive Summary 

1.1 This report provides an update on the how complaints will be handled across the council 
following a review of the council’s current Complaints Policy. The review of the current 
policy, which was previously approved by the Corporate Management Team (CMT) in 
December 2018, was brought forward due to updates released by the Housing 
Ombudsman Service (HOS). 

1.2 An updated Housing Ombudsman Scheme and a new Complaint Handling Code 
(Appendix A) was released by the HOS in July 2020.  

1.3 The council, through the housing (landlord) service is required to adhere to the 
requirements of the HOS scheme and new Code, although it is acknowledged that there 
is no requirement for non-housing related services to adhere to the Code.  

1.4 Failure to adhere to the requirements of the HOS scheme and new code puts the council 
at risk of being served with a failure order and referred to the Regulator of Social 
Housing.  

1.5 In the interests of One Welwyn Hatfield, it is agreed that the council continues to have a 
single corporate complaint policy, with a ringfenced process for housing related 
complaints to ensure the council adheres to the Code.  

1.6 Adopting this approach will ensure we can still deliver a consistent approach in the 
definition of a complaint, performance reporting and recording, monitoring and 
implementing lessons learned as good practice and contribute to an effective complaint 
handling culture across all teams. 

1.7 The policy will be updated and consulted on with tenants before the end of December 
2020 to reflect the requirements of the Code and the updated approach to complaint 
handling across the council.  

1.8 A refreshed performance management framework will be formalised to ensure consistent 
and effective monitoring of complaints and performance across the whole council.  This 
will include corporate KPI’s monitored through the performance clinic, including how 
trends and lessons learned are captured/actioned.  

1.9 A self-assessment (Appendix A) has been completed against the Code, comparing the 
current policy to the requirements of the Code, with any gaps to be addressed through the 
review and changes to the current policy. 

1.10 The findings of the assessment will also be reported to all councillors via the Members’ 
Information Hub before the end of December 2020. 
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2 Recommendation(s) 

2.1 It is recommended that the Committee note the contents of the report and the outcome of 
the self-assessment and proposed changes to the complaints policy. 

3 Explanation 

3.1 The current Complaints Policy was approved by Corporate Management Team (CMT) in 
December 2018, with the policy effective from April 2019. The policy was due to be 
reviewed in April 2021, however recent changes released by the Housing Ombudsman 
Service (HOS) has prompted an earlier review of the policy.   

3.2 An updated Housing Ombudsman Scheme and the new Complaint Handling Code was 
released by the HOS in July 2020.  

3.3 The policy needs to be updated to ensure the council adheres to the updated HOS 
scheme and new Code. 

3.4 The current policy, in some instances exceeds the required standard, i.e. response 
times, but in other areas is not compliant and needs to be updated. 

3.5 Failure to adhere to the requirements of the HOS scheme and new Code puts the 
council at risk on any housing related complaint1, being served with a failure order and 
referred to the Regulator of Social Housing.  

3.6 The revised Housing Ombudsman Scheme allows the HOS to issue a determination of 
complaint handling failure (a complaint handling failure order) where a landlord is failing 
to comply with its membership obligations. Guidance on the HOS failure orders are 
shown in Appendix B. 

3.7 A self-assessment against the Code has been carried out with any gaps in the policy 
identified ready to be addressed when the policy can be updated. The policy will be 
updated and appropriate consultations completed.  

3.8 A summary of the main gaps in the existing policy/procedure compared to the Code is 
shown in table form below: 

Service Related Current Policy Suggested changes to 
comply with the Code 

All council services Definition of complaint Update to reflect the code 
definition 

All council services Social media complaints 
loosely defined. 

Need to be more prescriptive 
about steps we take to manage 
such complaints 

All council services Ombudsman details 
provided at stage two 
response only 

Details of ombudsman service 
to be provided at all stages of 
complaint response 

Housing related only Final response sent after 
investigation completed 

Complaint handling procedure 
to be changed to give 
complainant fair opportunity to 
discuss the complaint (if they 
wish) before a final decision or 

                                                           
1 i.e. the council in its capacity as a landlord 
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outcome is issued – suggested 
approach would be a phone 
call to discuss complaint and 
likely outcome/resolution 
before formal response is sent. 

All council services Lesson learned is in the 
current policy, but 
framework not in place for 
housing related complaints 
- was going to be part of the 
wider process review. 

The annual report from the 
Local Government and 
Social Care Ombudsman is 
reported to Standards 
Committee each year, 
where members enquire 
into lessons learned. 

Need to evidence how we 
report back on wider learning 
and improvements from 
complaints to residents, 
managers and staff. Feedback 
also needs to be regularly 
provided to relevant scrutiny 
panels, committees or boards 
and be discussed, alongside 
scrutiny of the Ombudsman’s 
annual landlord performance 
report. 

Suggest reporting to 
Performance Clinic, Standards 
Committee and CHP (or 
Members Information Hub as 
necessary), with learning and 
improvement from complaints 
included in the landlord’s 
Annual Report. 

All council services Performance reporting in 
current policy, but 
framework not in place – 
being picked up as part of 
the digital review. 

Need to report on complaint 
performance to allow trend 
analysis, identify and address 
issues and learn from 
feedback. 

All council services No resident consultation 
carried out as agreed at the 
time, policy was approved 
through Customer Service 
Strategy 

A good culture should also 
recognise the importance of 
tenant involvement, through 
the formation of resident 
panels, consulting with tenants 
on the formulation of 
complaints policies and 
procedures and through 
including them in panel 
hearings as part of the dispute 
resolution process, where 
appropriate. 

 

3.9 The Code ensures complaint handling data is being used consistently across social 
housing landlords, recognising that complaints can provide essential insight for 
governance and sets out clear guidance on what monitoring of complaint performance 
should be implemented.  

3.10 When carrying out the review of the policy, the updated policy will be cross referenced 
against the Local Government and Social Care Ombudsman’s ‘Good Administrative 
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Practice’ guide (Appendix C). This is purely from a good practice perspective rather than 
a formal requirement.  

3.11 The HOS expects landlords to carry out an assessment against the Code by 31 
December 2020 with the outcome reported to elected members.  It is proposed that  the 
outcome is reported to members on the Standards Committee and Cabinet Housing 
Panel (CHP), including, the Executive Member for Housing and Communities and the 
Chair of CHP.  

3.12 Reporting arrangements of complaints handling performance will be reported corporately 
through the following meetings or the Members Information Hub where appropriate: 

1) Corporate Performance Clinic - Quarterly 

2) Cabinet Housing Panel – Six Monthly 

3) Standards Committee - Annually  

3.13 Performance Reporting will include (subject to system capabilities):  

• Number of complaints by category, broken down by Head of Service area and 
drilled down to service team level. 

• Outcome of complaints (upheld / not upheld). 
• Average complaint handling response times (by complaint stage). 
• Number, type and outcome of Ombudsman complaints. 
• Lessons learned from complaints and actions taken. 

 
Implications 

4 Legal Implication(s) 

4.1 There are numerous legislative acts that set out the main statutory functions for the two 
Ombudsman services with regards to investigating complaints against local authorities 
and social housing landlords. 

4.2 This policy will be compliant with the relevant acts and good practice guidance on 
effective complaint handling. 

4.3 Failure to adhere to the statutory requirements set out by the HOS could put the council 
at risk of sanction from HOS and the regulator.   

4.4 The Standards Committee’s terms of reference include maintaining oversight of the 
council’s arrangements for dealing with complaints. 

5 Financial Implication(s) 

5.1 There is likely to be a small financial cost associated with changes required to Jadu 
CXM. Costs at this time are unknown. 

6 Risk Management Implications 

6.1 Failure to adopt the prescribed HOS Complaint Handling Code for housing related 
complaints could put the council at risk of being issued with a complaint handling failure 
order. 

6.2 Should the council be issued with a failure order, the details would be made available 
publicly and reported to the Regulator of Social Housing. 
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6.3 Being issued with a failure order would have a negative reputational impact as well as 
the council potentially being referred to the Regulator of Social Housing should actions 
set out in an order not be addressed.  

7 Security and Terrorism Implication(s) 

7.1 There are no security implications arising from this policy. 

8 Procurement Implication(s) 

8.1 There are no procurement implications arising from this policy. 

9 Climate Change Implication(s) 

9.1 There are no climate change implications arising from this policy. 

10 Human Resources Implication(s) 

10.1 There are no human resources implications arising from this policy. 

11 Health and Wellbeing Implication(s) 

11.1 There are no health and wellbeing implications arising from this policy. 

12 Communication and Engagement Implication(s) 

12.1 Once the policy is agreed, updated briefing document to be circulated to senior 
managers  to brief their respective teams. 

12.2 Consultation with tenants on the new policy is required to ensure compliance with the 
Code. It is proposed that this is done through the Resident and Leaseholder Scrutiny 
Panel before the end of December 2020. 

13 ICT implications  

13.1 Consideration will need to be given to changes required to the Jadu CXM platform which 
has recently gone live with a new digital process for complaint handling. 

14 Link to Corporate Priorities 

14.1  The subject of this report is linked to the Council’s Corporate Priorities: 

1) Our Council and specifically to the achievement of putting our customers first’  

2) Our Housing and specifically to the achievement of ‘being a high quality 
landlord’.  

15 Equality and Diversity 

14.1  An EqIA was not completed because this report does not propose a relevant change to 
existing service-related policies that impacts how services are delivered to any of the 
protected groups. 

 
Name of author Stuart Pearson (ext. 2742) 
Title Head of Housing Operations 
Date 17 November 2020  
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Appendices: 

Appendix A – Housing Ombudsman Complaint Handling Code and Assessment 
Appendix B – Housing Ombudsman Guidance to Failure Orders 
Appendix C – Local Government Good Administrative Practice 
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Part A 

1. Introduction 

Complaint handling performs an important strategic role for an organisation, 

providing vital intelligence on its health, performance and reputation. Data on 

complaint handling should be considered alongside other management information 

to provide assurance and assess risks. 

The Ombudsman’s Complaint Handling Code promotes the progressive use of 

complaints, providing a high-level framework to support effective handling and 

prevention alongside learning and development. The Code ensures complaint 

handling data is being used consistently across landlord members, promotes 

engagement at different levels within a landlord and sets out expectations for boards 

or equivalent governance, senior executives and frontline staff. 

For boards or equivalent governance, the Code supports culture setting and 

intelligence for assurance exercises, using complaint data alongside other 

management information on stock, services and customer feedback to provide 

insight into their organisation. It is important for governance to understand the 

complaints their organisations are receiving and the impact of their complaint 

handling on residents. 

For chief executives and senior managers, the Code supports learning from 

complaints and promotes the open and transparent use of information to assess 

performance and risks.   

For operational staff, the Code supports excellent complaint handling and 

engagement with the Ombudsman. If the requirements of the Code cannot be 

delivered this should prompt discussion about what needs to change. 

Information on complaints can provide essential insight for governance and should 

include, although not necessarily be limited to: 

• Regular updates on the volume, category and outcome of complaints, 

alongside complaint handling performance including timely compliance with 

the Ombudsman’s orders 

• Review, at least once a year, of issues and trends arising from complaint 

handling, including discussion of the Ombudsman’s yearly landlord 

performance report and the inclusion of any organisational learning in the 

landlord’s Annual Report 

• Consideration of individual complaint outcomes where necessary, including 

findings of severe maladministration of the Ombudsman or any referrals by it 

to regulatory bodies, including scrutiny of any subsequent procedural or 

organisational changes   

• Confirmation that the Complaint Handling Code is being applied. 
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Compliance with the Code forms part of the membership obligations set out in the 

Housing Ombudsman Scheme. Landlords should comply with the requirements of 

the Code. The Code should be read in conjunction with the Scheme.  

Landlords are encouraged to promote the Code and to share the outcome of their 

self-assessment with residents.  

 

2. Purpose 

The purpose of the Code is to enable landlords to resolve complaints raised by their 

residents quickly and to use the learning from complaints to drive service 

improvements. It will also help to create a positive complaint handling culture 

amongst staff and residents.  

Some landlords see complaints as a form of negative feedback. In fact, there are 

many benefits to be gained from having an effective, efficient complaints process: 

• Complaints allow an issue to be resolved before it becomes worse. Those not 

resolved quickly can take significant resource and time to remedy 

• Involvement in complaint resolution develops staff decision-making and 

engagement   

• Complaints provide senior staff with a window into day-to-day operations 

allowing them to assess effectiveness 

• Good complaint handling promotes a positive landlord and resident 

relationship. 

 

The Ombudsman’s Complaint Handling Code sets out requirements for member 

landlords that will allow them to respond to complaints effectively and fairly.   

While member landlords must comply with some elements of the Code, the 

Ombudsman recognises that each landlord will need to adapt its complaints policy 

and processes to meet the needs of its residents. Consequently, there are some 

areas where a landlord can use its discretion. The Code seeks to be prescriptive 

only where the Ombudsman believes clear and consistent practice by all landlords is 

essential. Landlords will be asked to self-assess against the Code on a comply and 

explain basis. Non-compliance could result in the Ombudsman issuing complaint 

handling failure orders. Separate guidance on these orders has been published by 

the Ombudsman.   

The Code will act as a guide for residents setting out what they can and should 

expect from their landlord when they complain. The requirements in the Code also 

provide residents with information about how to make a complaint and how to 

progress it through the landlord’s internal complaints procedure.   

The Code supports the regulatory approach to complaints ensuring that a landlord’s 

approach to complaints is clear simple and accessible and ensures that complaints 

are resolved promptly, politely and fairly.  
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Part B 

The Code 

1. Definition of a complaint  
2. Accessibility and awareness 
3. Complaint team, procedure, timeliness and responsiveness  
4. Fairness in complaint handling 
5. Putting things right 
6. Continuous learning and improvement  

 
 

1. Definition of a complaint 
 
1.1. Effective complaint handling should be a resident friendly process that 

enables residents to be heard and understood. The starting point for this is a 

mutual understanding of what constitutes a complaint. 

 
1.2. A complaint shall be defined as an expression of dissatisfaction, however 

made, about the standard of service, actions or lack of action by the 

organisation, its own staff, or those acting on its behalf, affecting an individual 

resident or group of residents.  

 
1.3. The resident does not have to use the word complaint in order for it to be 

treated as such. Landlords should recognise the difference between a service 

request (pre-complaint), survey feedback and a formal complaint and take 

appropriate steps to resolve the issue for residents as early as possible.   
 

Exclusions 

 

1.4. A landlord shall accept a complaint unless there is a valid reason not to do so.    

 

1.5. A complaints policy shall clearly set out the circumstances in which a matter 

will not be considered and these circumstances should be fair and reasonable 

to residents. For example: 

 

• The issue giving rise to the complaint occurred over six months ago.   

Where the problem is a recurring issue, the landlord should consider 

any older reports as part of the background to the complaint if this will 

help to resolve the issue for the resident. (N.B. it may not be 

appropriate to rely on this exclusion where complaints concern 

safeguarding or health and safety issues.)  

• Legal proceedings have been started. Landlords should take steps to 

ensure that residents are not left without a response for lengthy periods 

of time, for example, where a letter before action has been received or 

issued but no court proceedings are started or settlement agreement 

reached.  
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• Matters that have already been considered under the complaints 

policy.   

 

1.6. If a landlord decides not to accept a complaint a detailed explanation should 

be provided to the resident setting out the reasons why the matter is not 

suitable for the complaints process.   
 

1.7. A resident has the right to challenge this decision by bringing their complaint 

to the Ombudsman. Where appropriate the Ombudsman will instruct the 

landlord to take on the complaint.   

 

2. Accessibility and awareness  
 

2.1. Landlords shall make it easy for residents to complain, by providing different 

channels through which residents can make a complaint. 

 

2.2. Where a landlord has set up channels to communicate with its residents via 

social media, such as Facebook and Twitter, then it should expect to receive 

complaints via those channels. Policies should contain details of the steps 

that will be taken when a complaint is received via social media and how 

confidentiality and privacy will be maintained. 

 
2.3. Landlords shall make their complaint policy available in a clear and accessible 

format for residents. This will detail the number of stages involved, what will 

happen at each stage and the timeframes for responding.  

 
2.4. Landlords shall comply with the Equality Act 2010 and may need to adapt 

normal policies, procedures, or processes to accommodate an individual’s 

needs. Landlords shall have a reasonable adjustments policy in place to 

address this.  

 
2.5. Landlord websites shall include information on how to raise a complaint. The 

complaints policy and process shall be easily found and downloadable.  

 

2.6. The complaints policy and process should be publicised in leaflets 

newsletters, online and as part of regular correspondence with residents. A 

copy should be provided when requested.  

 
2.7. Landlords shall provide residents with contact information for the Ombudsman 

as part of its regular correspondence with residents. 

 

2.8. Landlords shall provide early advice to residents regarding their right to 

access the Housing Ombudsman Service, not only at the point they have 

exhausted the landlord’s complaints process. The Housing Ombudsman 

Service can assist residents throughout the life of a complaint. This affords 

the resident the opportunity to engage with the Ombudsman’s dispute support 

advisors.  
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3. Complaint team, procedure, timeliness and responsiveness 
 
Complaint team 
 
3.1  Landlords should have a person or team assigned to take responsibility for 

complaint handling. This Code will refer to that person or team as the 

“complaints officer”. For some organisations, particularly smaller landlords, we 

recognise that this role may not be dedicated to complaint handling.  

 
3.2 Complaints officers are one of the most important factors in ensuring that the 

complaints handling works well. Complaints officers should:  

 

• be able to act sensitively and fairly 

• be trained to receive complaints and deal with distressed and upset 
residents  

• have access to staff at all levels to facilitate quick resolution of 
complaints  

• have the authority and autonomy to act to resolve disputes quickly and 
fairly. 

 
Residents are more likely to be satisfied with complaint handling if the person 

dealing with their complaint is competent, empathetic and efficient.   

 
Complaints procedure 
 

3.3      When a complaint is made to the landlord it shall be acknowledged and 

logged at stage one of the complaints procedure. 

  
3.4      Landlords should confirm their understanding of the complaint and the 

outcomes being sought with the resident. Clarification should be sought if the 

complaint is not clear. 

  
3.5     If the complaint is not resolved to the resident’s satisfaction it shall be 

progressed to the next stage in accordance with the landlord’s procedure and 

the timescales set out in this Code. 

  
3.6      A landlord’s complaints procedure shall comprise of two stages. This ensures 

that a resident has the opportunity to challenge any decision by correcting 

errors or sharing concerns via an appeal process.   

  
3.7      The Ombudsman welcomes involvement by residents or senior executives 

outside the complaints team as part of the review process. 

  
3.8      The Ombudsman does not believe a third stage is necessary as part of a 

complaints process but if a landlord believes strongly it requires one, it should 

set out its reasons as part of the self-assessment. A process with more than 

three stages is not acceptable under any circumstances in the Ombudsman’s 

view. 
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3.9      In the final decision the landlord’s policy shall include the right to refer the 

complaint to the Housing Ombudsman Service. This should be through a 

designated person within eight weeks of the final decision or directly by the 

resident after eight weeks.   

  
3.10    A full record shall be kept of the complaint, any review and the outcomes at 

each stage. This should include the original complaint and the date received; 

all correspondence with the resident, correspondence with other parties and 

any reports or surveys prepared. 

  
Timeframe for responses  
 
3.11 A landlord’s complaints procedure shall include the following maximum 

timescales for response: 

 

• Logging and acknowledgement of complaint – five working days   

• Stage one decision – 10 working days from receipt of complaint – if this 
is not possible, an explanation and a date by when the stage one 
response should be received. This should not exceed a further 10 days 
without good reason  

• Stage two response – 20 working days from request to escalate – if 
this is not possible an explanation and a date when the stage two 
response will be received. This should not exceed a further 10 working 
days without good reason 

• Stage three response – where a landlord believes this stage is 
absolutely necessary a response should be sent within 20 working 
days from request to escalate.  Any additional time will only be justified 
if related to convening a panel.  An explanation and a date when the 
stage three response will be achieved should be provided to the 
resident.  

 
3.12 A landlord may choose to set shorter response times for each stage of the 

complaints procedure but response times must not exceed those set out 

above.  

 
Communication with residents 
 
3.13 When communicating with residents, landlords shall use plain language that is 

appropriate to the resident. 

 

3.14 Landlords shall address all points raised in the complaint and provide clear 

reasons for any decisions, referencing the relevant policy, law and good 

practice where appropriate.   

 
3.15 At the completion of each stage of the complaints process the landlord should 

write to the resident advising them of the following:  
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• the complaint stage  

• the outcome of the complaint 

• the reasons for any decisions made 

• the details of any remedy offered to put things right 

• details of any outstanding actions 

• details of how to escalate the matter if dissatisfied. 
 

3.16 As part of the complaint policy the resident shall be given a fair opportunity to:  

 

• set out their position 

• comment on any adverse findings before a final decision is made.  
 
3.17 Communication with the resident should not generally identify individual 

members of staff or contractors as their actions are undertaken on behalf of 

the landlord.  

 
3.18 Landlords should adhere to any arrangements agreed with residents in terms 

of frequency and method of communication.   

 
3.19 Landlords should keep residents regularly updated and informed even where 

there is no new information to provide.   

 
Duty to cooperate with the Ombudsman 
 
3.20 When the resident remains dissatisfied at the end of the landlord’s complaints 

process, they may bring their complaint to the Ombudsman. Landlords shall 

cooperate with the Ombudsman’s requests for evidence and provide this 

within 15 working days. If a response cannot be provided within this 

timeframe, the landlord shall provide the Ombudsman with an explanation for 

the delay. If the explanation is reasonable, the Ombudsman will agree a 

revised date with the landlord. 

 
3.21 Failure to provide evidence to the Ombudsman in a timely manner may result 

in the Ombudsman issuing a complaint handling failure order.  

 
4. Fairness in complaint handling 
 
4.1. Landlords shall operate a resident-focused complaints process ensuring they 

are given the opportunity to explain their point of view and the outcome they 
are seeking before a decision is reached. 

 
4.2. Landlords should manage residents’ expectations from the outset, being clear 

where a desired outcome is unreasonable or unrealistic. 
 

4.3. Landlords should give residents the opportunity to have a representative deal 

with their complaint on their behalf, and to be represented and/or 

accompanied at any meeting with the landlord where this has been requested 

or offered and where this is reasonable.  
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4.4. Where a key issue of a complaint relates to the parties’ legal obligations the 

landlord should clearly set out its understanding of the obligations of both 

parties and seek clarification before doing so where this is not initially clear.  

 

4.5. A complaint investigation shall be conducted in an impartial manner, seeking 

sufficient reliable information from both parties so that fair and appropriate 

findings and recommendations can be made.  

 
4.6. Any complaint investigation shall be fair. To ensure fairness, processes and 

procedures shall require the complaints officer to:  

 

• deal with complaints on their merits  

• act independently and have an open mind  

• take measures to address any actual or perceived conflict of interest 

• consider all information and evidence carefully  

• keep the complaint confidential as far as possible, with information only 
disclosed if necessary to properly investigate the matter. 

 
4.7. The landlord’s assessment of the issue should include: 
 

• what the complaint is about 

• what evidence is needed to fully consider the issues 

• what risks the complaint raises for the landlord 

• what outcome would resolve the matter for the resident 

• any urgent action that it needs to take. 
 
4.8. A complaint should be resolved at the earliest possible opportunity. 

 
4.9. The resident, and if applicable any staff member who is the subject of the 

complaint, must also be given a fair chance to:  

 

• set out their position 

• comment on any adverse findings before a final decision is made.  
 
4.10. Complaint policies and processes should set out the circumstances in which a 

landlord can exercise discretion in how to respond to a complaint and who 

has the power to exercise that discretion. Landlords should exercise 

discretion appropriately and provide clear explanations to residents when 

doing so.  

 
4.11. Landlords should not unreasonably refuse to escalate a complaint through all 

stages of the complaints procedure and must have clear and valid reasons for 

taking that course of action. 
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4.12. When a resident seeks to escalate a complaint the landlord should consider: 
 

• what the escalation review will be about i.e. why the resident remains 
dissatisfied, and whether any part of the complaint been resolved 

• who will undertake the review 

• who needs to be kept informed 

• what evidence needs to be gathered i.e. comments from those 
involved, relevant policies and contemporaneous records, inspections 
etc 

• how long the review will take and when it will be completed.  
 
4.13. Where a landlord decides not to escalate a complaint it should provide an 

explanation to the resident. It should make clear that its previous response 

was its final response to the complaint and provide information on referral to 

the Housing Ombudsman.  

 
4.14. Landlords should have policies and procedures in place for managing 

unacceptable behaviour from residents and/or their representatives when 

pursuing a complaint.  

 
4.15. Any restrictions placed on a resident’s contact due to unacceptable behaviour 

should be appropriate to their needs and should demonstrate regard for the 

provisions of the Equality Act 2010.  

 

5. Putting things right 
 

5.1. Effective dispute resolution requires a process designed to resolve 

complaints. Where something has gone wrong a landlord should acknowledge 

this and set out the actions it has already taken, or intends to take, to put 

things right. Examples of where action to put things right may be required are:  

 

• there was an unreasonable delay 

• inaccurate or inadequate advice, explanation or information was 
provided to the resident 

• the landlord’s policy or procedure was not followed correctly without 
good reason 

• there was a factual or legal error that impacted on the outcome for the 
resident 

• there was unprofessional behaviour by staff. 
 

5.2. Landlords should acknowledge and apologise for any failure identified, give 

an explanation and, where possible, inform the resident of the changes made 

or actions taken to prevent the issue from happening again. 

 

5.3. Landlords should recognise that putting things right is the first step to 

repairing and rebuilding the landlord and resident relationship.   
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5.4. When considering what action will put things right landlords should carefully 

manage the expectations of residents. Landlords should not promise anything 

that cannot be delivered or would cause unfairness to other residents. 

 

Appropriate remedy 
 
5.5. Complaints can be resolved in a number of ways. A landlord’s policy shall 

require that any remedy offered reflects the extent of any and all service 

failures, and the level of detriment caused to the resident as a result. These 

shall include: 

 

• acknowledging where things have gone wrong 

• providing an explanation, assistance or reasons 

• apologising 

• taking action if there has been a delay  

• reconsidering or changing a decision 

• amending a record 

• providing a financial remedy 

• changing policies, procedures or practices. 
 
5.6. Any remedy offered must reflect the extent of any service failures and the 

level of detriment caused to the resident as a result.  

 

5.7. Factors to consider in formulating a remedy can include, but are not limited to 

the:  

• length of time that a situation has been ongoing  

• frequency with which something has occurred 

• severity of any service failure or omission 

• number of different failures  

• cumulative impact on the resident 

• a resident’s particular circumstances or vulnerabilities.  

 

5.8. When offering a remedy, landlords should clearly set out what will happen and 

by when, in agreement with the resident where appropriate. Any remedy 

proposed must be followed through to completion. 

 

5.9. In awarding compensation, landlords shall consider whether any statutory 

payments are due, if any quantifiable losses have been incurred as well as 

the time and trouble a resident has been put to as well as any distress and 

inconvenience caused. 

 

Concerns about legal liability  
 
5.10. In some cases a resident may have a legal entitlement to redress. There may 

be concerns about legal liability in this situation. If so, the landlord should still 

offer a resolution where possible, as that may remove the need for the 

resident to pursue legal remedies.  
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5.11. Landlords have a duty to rectify problems for which they are responsible. 

However, where necessary a resolution can be offered with an explicit 

statement that there is no admission of liability. In such a case, legal advice 

as to how any offer of resolution should be worded should be obtained. 

 

For further information on remedies please see https://www.housing-

ombudsman.org.uk/about-us/corporate-information/policies/dispute-resolution/policy-

on-remedies/ 

 

6. Continuous learning and improvement 
 

6.1. A positive complaint handling culture is integral to the effectiveness with which 

landlords resolve disputes, the quality of the service provided, the ability to 

learn and improve, and the relationship with their residents.  

 

6.2. Accountability and transparency should be embedded in a positive complaint 

handling culture, with landlords providing feedback to residents on failures in 

complaint handling and the actions taken to learn and improve from this.  

 

6.3. Creating and embedding a culture that values complaints and gives them the 

appropriate level of priority requires strong leadership and management. 

 

6.4. A good culture should also recognise the importance of resident involvement, 

through the formation of resident panels, consulting with residents on the 

formulation of complaints policies and procedures and through including them 

in panel hearings as part of the dispute resolution process, where appropriate. 

 

6.5. Landlords should look beyond the circumstances of the individual complaint 

and consider whether anything needs to be ‘put right’ in terms of process or 

systems to the benefit of all residents.  

 

6.6. An effective complaints process enables a landlord to learn from the issues 

that arise for residents and to take steps to improve the services it provides 

and its internal processes. Landlords should have a system in place to look at 

the complaints received, their outcome and proposed changes as part of its 

reporting and planning process.  

 

6.7. Any themes or trends should be assessed by senior management to identify 

any systemic issues, serious risks or areas for improvement for appropriate 

action.  

 

6.8. Landlords should proactively use learning from complaints to revise policies 

and procedures, to train staff and contractors and to improve communication 

and record-keeping. 
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6.9. Landlord’s should recognise the impact that being complained about can have 

on future service delivery. Landlords should ensure that staff are supported 

and engaged in the complaints process including the learning that can be 

gained. 

 
6.10. Landlords shall report back on wider learning and improvements from 

complaints to their residents, managers and staff. Feedback shall be regularly 

provided to relevant scrutiny panels, committees and boards and be 

discussed, alongside scrutiny of the Ombudsman’s annual landlord 

performance report.  

 

6.11. Learning and improvement from complaints should be included in the 

landlord’s Annual Report.  

 

 

Part C 

 

1. Compliance 
 
1.1. Under the Housing Ombudsman Scheme a member landlord must: 

 

• agree to be bound by the terms of the Scheme 

• establish and maintain a complaints procedure in accordance with any 

good practice recommended by the Ombudsman 

• as part of that procedure, inform residents of their right to bring 

complaints to the Ombudsman under the Scheme 

• publish its complaints procedure and make information about this 

easily accessible to those entitled to complain on its website and in 

correspondence with residents 

• manage complaints from residents in accordance with its published 

procedure or, where this is not possible, within a reasonable timescale. 

• respond promptly to information requests made by the Housing 

Ombudsman Service as part of the ongoing investigation into 

complaints from residents.  

 

1.2. Failure to comply with the conditions of membership may result in an 

Ombudsman’s determination of complaint handling failure and an order to 

rectify within a given timescale (paragraphs 13 and 73 of the Housing 

Ombudsman Scheme). 

 
1.3. Failures under the Scheme and Code which would result in a complaint 

handling failure order include, but are not limited to: 

• non-compliance with the Complaint Handling Code 
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• failure to accept a formal complaint in a timely manner or to exclude a 
complaint from the complaints process without good reason 

• inaccessible complaints process and procedure or unreasonable 
restrictions as to how a complaint can be made 

• not managing complaints from residents in accordance with the 
complaints policy 

• failure to progress a complaint through the complaints procedure 

• failure to respond to a complaint within the set timescales without good 
reason 

• failure to keep the resident informed and updated 

• failure to notify the resident of the right to refer the complaint to the 
Ombudsman  

• failure to provide evidence to support investigation by the Ombudsman. 
 
1.4. Where a complaint is still within a landlord’s complaints procedure or the 

Ombudsman has requested evidence for investigation the landlord will be 

informed of any complaint handling failure. Details of the failure will be 

provided along with any action required to rectify it. Where no action is taken 

the Ombudsman will issue a complaint handling failure order.   

 
1.5. Each quarter the Ombudsman will publish the total number of complaint 

handling failure orders issued, the names of the landlords and reasons for the 

orders and will share this information with the Regulator of Social Housing.   

The number of complaint handling failure orders issued against a landlord will 

form part of the Ombudsman’s annual landlord performance reports and will 

be available on the Ombudsman’s website. 

  

1.6. In addition, from time to time the Ombudsman may wish to publish a report 

detailing the specifics of a complaint handling failure case where this would 

help highlight the impact of the failure on the resolution of the dispute and 

delays and/or distress caused to residents.  

 

1.7. When carrying out an investigation the Ombudsman will consider whether the 

landlord dealt with the complaint fairly and will assess this against the 

requirements of the Code. Any failure identified could result in a finding of 

service failure or maladministration.  

 
1.8. The Ombudsman will specifically refer to the Code in its findings. Orders and 

recommendations will be made to put matters right and ensure compliance 

with the Code.  

 
1.9. The Ombudsman may request evidence of a landlord’s self-assessment in 

order to confirm satisfactory compliance with the Code. Where there have 

been failures to comply with the Code or in operating an effective complaints 

procedure, the Ombudsman may issue a complaint handling failure order and 

ask the landlord to complete the self-assessment as part of the rectification 

action and to report back to the Ombudsman on its outcome.  
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1.10. Where there are significant concerns regarding a landlord’s compliance with 

the Code the Ombudsman may escalate these to the landlord’s board or 

equivalent, and may refer the matter to the appropriate regulatory body 

including the Regulator of Social Housing. 

 

2. Self-assessment  
 
2.1 The Ombudsman expects landlords to carry out regular self-assessment 

against the Code and take appropriate action to ensure their complaint 

handling is in line with the Code. This assessment should be completed by 31 

December 2020. 

 
2.2.  The Ombudsman expects landlords to report the outcome of their self-

assessment to their board members. In the case of local authorities, self-

assessment outcomes should be reported to elected members. 

 
2.3. The Ombudsman expects landlords to publish the outcome of their 

assessments. The Ombudsman may request sight of the assessment and 

evidence in support. The Ombudsman may require landlords to periodically 

repeat the self-assessment, for example following any amendments to the 

Code or significant change to the landlord organisational structure. 
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Self-assessment form 

 

Compliance with the Complaint Handling Code 

1 Definition of a complaint Yes No 

 Does the complaints process use the following definition of a 
complaint?  
 
An expression of dissatisfaction, however made, about the 
standard of service, actions or lack of action by the organisation, 
its own staff, or those acting on its behalf, affecting an individual 
resident or group of residents.  
 

  

 Does the policy have exclusions where a complaint will not be 
considered? 

  

 Are these exclusions reasonable and fair to residents? 
 
Evidence relied upon 
 
 
 

  

2 Accessibility   

 Are multiple accessibility routes available for residents to make a 
complaint? 

  

 Is the complaints policy and procedure available online?   

 Do we have a reasonable adjustments policy?   

 Do we regularly advise residents about our complaints process?   

3 Complaints team and process   

 Is there a complaint officer or equivalent in post?   

 Does the complaint officer have autonomy to resolve complaints?   

 Does the complaint officer have authority to compel engagement 
from other departments to resolve disputes? 

  

 If there is a third stage to the complaints procedure are residents 
involved in the decision making? 

  

 Is any third stage optional for residents?     

 Does the final stage response set out residents’ right to refer the 
matter to the Housing Ombudsman Service? 

  

 Do we keep a record of complaint correspondence including 
correspondence from the resident? 

  

 At what stage are most complaints resolved? 
 
 
 
 

  

4 Communication   

 Are residents kept informed and updated during the complaints 
process? 

  

n/a

n/a

Stage 1
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 Are residents informed of the landlord’s position and given a 
chance to respond and challenge any area of dispute before the 
final decision? 

  

 Are all complaints acknowledged and logged within five days?   

 Are residents advised of how to escalate at the end of each 
stage? 

  

 What proportion of complaints are resolved at stage one?   

 What proportion of complaints are resolved at stage two?   

 What proportion of complaint responses are sent within Code 
timescales? 
 

• Stage one 
Stage one (with extension) 

• Stage two 
Stage two (with extension) 

 

  

 Where timescales have been extended did we have good 
reason? 

  

 Where timescales have been extended did we keep the resident 
informed? 

  

 What proportion of complaints do we resolve to residents’ 
satisfaction 

  

5 Cooperation with Housing Ombudsman Service   

 Were all requests for evidence responded to within 15 days?   

 Where the timescale was extended did we keep the Ombudsman 
informed? 

  

6 Fairness in complaint handling   

 Are residents able to complain via a representative throughout?   

 If advice was given, was this accurate and easy to understand?    

 How many cases did we refuse to escalate?  
 
 
What was the reason for the refusal? 
 
 
 

  

 Did we explain our decision to the resident?   

7 Outcomes and remedies   

 Where something has gone wrong are we taking appropriate 
steps to put things right? 

  

8 Continuous learning and improvement    

 What improvements have we made as a result of learning from 
complaints? 
 
 
 

  

 How do we share these lessons with: 
 

a) residents? 

  

3 Days

Now updated 
in policy

Now updated 
in policy

 

Nil

n/a

Policy and 
procedural 
changes, 
staff training

Through complaint responses
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b) the board/governing body? 

 
c) In the Annual Report? 

 
 
 

 Has the Code made a difference to how we respond to 
complaints? 

  

 What changes have we made?    

 

 

 

 

 

} Included as recommendations 
in corporate report

Policy and 
process 
updated

1) Improved reporting and monitoring
2) Updated definition of a complaint
3) Revised process
4) Notification of Ombudsman at every stage

Type text here
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Summary 

1. The purpose of complaint handling failure determinations and orders is to ensure 

that a landlord’s complaint handling process is accessible, consistent and 

enables the timely progression of complaints for residents. 

 

2. The revised Housing Ombudsman Scheme allows the Ombudsman to issue a 

determination of complaint handling failure (a complaint handling failure order) 

where a landlord is failing to comply with its membership obligations. Examples of 

where this may happen includes (although is not restricted to): 

• non-compliance with the Complaint Handling Code 

• failure to accept a formal complaint in a timely manner or to exclude a 
complaint from the complaints process without good reason 

• inaccessible complaints process and procedure or unreasonable 
restrictions as to how a complaint can be made 

• not managing complaints from residents in accordance with the 
complaints policy 

• failure to progress a complaint through the complaints procedure 

• failure to respond to a complaint within the set timescales without good 
reason 

• failure to keep the resident informed and updated 

• failure to notify the resident of the right to refer the complaint to the 
Ombudsman  

• failure to provide evidence to support investigation by the Ombudsman. 
 
3. This guidance sets out when a complaint handling failure order may be issued, 

what further action the Ombudsman could take in such circumstances, and the 

reporting, including publicly, of their use.   

 

4. Where there is evidence of a systemic issue within a landlord’s complaint 

handling this may result in a complaint handling failure order. For example: 

• repeatedly not accepting or responding to complaints from residents 

• repeatedly failing to follow its policy and procedures. 

 

5. A complaint handling failure order may also be issued in relation to failings in an 

individual case where the Ombudsman has taken reasonable steps to seek 

engagement from a landlord, but the resident remains unable to progress a 

complaint.   

 

6. In all cases the Ombudsman will provide a landlord with details of the presenting 

issue and provide an opportunity for the landlord to rectify this before a complaint 

handling failure order is made.  
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Part 1: The basis and purpose of failure orders 
 

7. Member landlords are expected to deal with complaints from residents in 

accordance with the membership obligations set out in the Scheme and the 

Complaint Handling Code.  

 

Membership obligations 

8. Paragraphs 9-12 of the Housing Ombudsman Scheme set out the membership 

obligations that landlords must adhere to. These relate to complaint handling 

throughout the life of the complaint; within a landlord’s internal procedure and 

whilst the Ombudsman is considering the complaint.    

  

9. Paragraph 9 of the Scheme sets out the obligations in relation to a landlord’s 

complaints procedure, publication and adherence to its procedure.  

 

 
Paragraph 9  

 
As a condition of membership of the Scheme, a member must: 

a. agree to be bound by the terms of the Scheme; 
b. establish and maintain a complaints procedure in accordance with 

any good practice recommended by the Ombudsman; 
c. as part of that procedure, inform residents of their right to bring 

complaints to the Ombudsman under the Scheme;  
d. publish its complaints procedure, and where applicable, its 

membership of the Scheme, and make information about both easily 
accessible to those entitled to complain on its website and in 
correspondence with residents; 

e. manage complaints from residents in accordance with its published 
procedure or where this is not possible within a reasonable 
timescale.  

 

 

10. Paragraphs 10-11 set out the obligations of landlords to cooperate with the 

Housing Ombudsman to ensure that disputes are resolved as swiftly and 

efficiently as possible.  

 

 
Cooperation with the Ombudsman – supplying evidence 

 
10. The member must provide copies (without charge) of any information 

requested by the Ombudsman, that is, in the Ombudsman’s opinion 
relevant to the complaint. This may include the following records and 
documents: 

 
a. the landlord’s policies and procedures; 
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b. any internal files, documents, correspondence, records, accounts or 
minutes of meetings, in hard copy or electronic form. This includes 
records relating to similar cases where the Ombudsman needs them 
to establish consistency of practice.  
 

11. The member must provide the requested information within a reasonable 
timescale or allow access for inspection.  

 
Additional co-operation 

 
12. When the Ombudsman gives reasonable notice, the member must (without 

charge): 
a. allow the Ombudsman to interview the member’s staff, board or 

committee members; 
b. require a representative to attend any meetings convened by the 

Ombudsman; 
c. use its best and reasonable efforts to help the Ombudsman get 

information from third parties who may know about the complaint or 
from the member’s former members of staff; and 

d. provide such other reasonable help as the Ombudsman may request. 
 

 

Purpose 

11. The purpose of these expectations is to: 

 

• improve member landlord’s internal complaints processes to assist with 

the early resolution of disputes 

• to increase resident confidence in social housing by enabling easy access 

to complaints procedures 

• establishing appropriate standards of practice that apply consistently 

across the housing sector 

• ensure that residents can access the Housing Ombudsman Service when 

they remain dissatisfied with their landlord’s response to their complaint. 

 

Scope of complaint handling failure orders 

12. Where the Ombudsman becomes aware of a landlord that is not dealing with 

complaints in accordance with the obligations of membership and so not meeting 

these expectations, the Ombudsman will notify the landlord of those concerns 

and give it the opportunity to put things right.    

 

13. The Ombudsman will advise the landlord that should the issue continue a 

complaint handling failure order will be issued. These powers are set out in 

paragraph 13-15 of the Housing Ombudsman Scheme.     
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Paragraph 13 
 
Failure to comply with the conditions of membership may result in an 
Ombudsman’s determination of complaint-handling failure and an order to 
rectify within a given timescale.  
 

 

14. Steps that can be taken in exercising these powers include:  

 

• the issuing of a complaint handling failure order with actions to rectify the 

situation 

• notifying the landlord’s governance body of the concerns  

• escalating the matter to an appropriate regulatory body, including the 

Regulator of Social Housing 

• publication of the complaint handling failure order. 

 

Part 2: Issuing failure orders relating to complaints policy 
 

Complaint Handling Code 

15. The Ombudsman has developed a Complaint Handling Code to promote 

consistency and accessibility across landlords’ complaints procedures. 

  

16. Landlords are required to meet the requirements in the Code and report to their 

board or equivalent that their complaints policy is compliant, unless there are 

exceptional reasons why variance from the Code is necessary to achieve a fair 

outcome for a resident.   

 

17. If, during an investigation or through the Ombudsman’s work to support dispute 

resolution by landlords, it becomes apparent that a landlord’s policy is not 

compliant with the Code, the Ombudsman will seek an explanation from the 

landlord’s chief executive or equivalent. If the Ombudsman does not receive a 

satisfactory explanation, or non-compliance is confirmed, the Ombudsman may 

escalate the issue to the governing body or equivalent, and refer the landlord to 

the Regulator of Social Housing.   

Access to the Ombudsman 

 

18. A complaints policy must inform residents of their right to bring their complaint to 

the Ombudsman. If this information is not available the Ombudsman will write to 

the chief executive or equivalent advising of the omission. The letter will advise 

that the policy should be amended and that the Ombudsman may issue a 

complaint handling failure order if this is not done.  

 

19. If no response is received from the landlord and/or the policy is not amended a 

complaint handling failure order will be issued and the Ombudsman will contact 
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the governing body, and may refer the landlord to the Regulator of Social 

Housing.  

 

Accessibility to the complaints policy 

 

20. Information for residents on how to access the complaints procedure should be 

available online. Where the Ombudsman has difficulties in locating a copy of the 

complaints process online the Ombudsman will write to the landlord and make 

them aware of the issue.  

  

21. Where the Ombudsman is not satisfied that the process is easily available to 

residents the Ombudsman will write to the chief executive, setting out the steps 

required to improve access. If the landlord fails to take action a complaint 

handling failure order may be issued and the Ombudsman may contact the 

governing body.  

 

Part 3: Issuing failure orders relating to individual 

complaints 
  
Accepting and progressing complaints 

 

22. The Ombudsman wants to ensure that complaints are accepted and handled by 

landlords and not unreasonably categorised as enquiries or feedback. The 

Complaint Handling Code defines a complaint as: 

 

‘an expression of dissatisfaction, however made, about the standard of 

service, actions or lack of action by the organisation, its own staff, or those 

acting on its behalf, affecting an individual resident or group of residents’.  

23. If a resident presents an issue to a landlord which qualifies it as a complaint, it 

should be handled on this basis.  

  

24. Where residents experience difficulties and delays in getting a response from 

their landlord or in escalating a complaint to the next stage, and the Ombudsman 

is satisfied that the complaints process has stalled, the Ombudsman will write to 

the landlord advising it of the problem and set out the action it needs to take to 

resolve the issue.   

 

25. The Ombudsman will generally provide a minimum of three opportunities for a 

landlord to contact the resident and progress the complaint over the course of a 

complaint. At each contact the Ombudsman will set out how a landlord should 

respond to the escalation request and the time frame for response. If a landlord 

fails to engage and the Ombudsman is satisfied that the complaints procedure 

has stalled the Ombudsman may issue a complaint handling failure order and 

instruct the landlord to issue a response to the complaint, or may accept the case 

for investigation.  
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Evidence requests 

 

26. Landlords are required to provide information requested by the Ombudsman 

within 15 working days or an individually agreed reasonable timescale.   

 

27. The landlord must provide the requested information. Failure to provide evidence 

delays the resolution of the dispute for the resident and causes unnecessary 

distress and inconvenience. 

 

28. If the evidence is not provided within this time frame (or other time frame agreed 

by exception) a complaint handling failure order will be issued. The investigation 

will proceed on the basis that the evidence does not exist and/or that the 

resident’s evidence is accurate and reliable in this area.  

 

29. If the evidence is later provided as part of the review process the Ombudsman 

will consider it and this may result in a change to the findings. However, the 

Ombudsman will take steps to ensure that residents are not disadvantaged by 

any late provision of evidence. Any order for compensation will remain in place, 

although the reason for the order may be altered to reflect the complaint handling 

failure. 

 

Investigation 

 

30. Issues that come to light as part of a formal investigation will be dealt with by a 

finding of maladministration and are not considered here.    

 

31. If a complaint handling failure order has been issued while the complaint was in 

the landlord’s procedure, the Ombudsman will consider this as part of the 

investigation along with the landlord’s response when assessing all the 

circumstances of the case. This may lead to a finding of maladministration.  

 

 

Part 4: Reporting complaint handling failures 
 

32. Paragraphs 14-15 outline the basis for the Ombudsman to report on complaint 

handling failure orders issued. 

 

 
 
Paragraph 14  
 
The Ombudsman may report a member’s complaint handling failure to any 
appropriate regulatory agency and/or the board, committee, panel or senior 
officer of the member along with any related details as the Ombudsman sees 
fit. 
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Paragraph 15  

 

The Ombudsman may publish the fact and circumstances of a member’s 
complaint-handling determinations, naming the member in the Ombudsman’s 
annual report or elsewhere. This may include details of any voluntary member 
who withdraws from the Scheme 

 

 

33. Where the Ombudsman has issued a complaint handling failure order but has not 

receive a satisfactory response from a landlord the matter may be referred to the 

appropriate regulatory body, including the Regulator of Social Housing as 

indicative of a potential systemic issue affecting all residents. Before taking this 

action the Ombudsman must be satisfied that there is a repeated pattern of 

behaviour which frustrates the complaints process and a lack of 

engagement/action by the landlord to resolve the issue.   

 

34. Each quarter the Ombudsman will publish the total number of complaint handling 

failure orders issued, the names of the landlords and reasons for the orders and 

will share this information with the Regulator of Social Housing. 

 

35. The number of complaint handling failure orders issued against a landlord will 

form part of the Ombudsman’s annual landlord performance reports and will be 

available on the Ombudsman’s website.  

  

36. In addition, from time to time the Ombudsman may wish to publish a report 

detailing the specifics of landlord complaint handling failures where this would 

help highlight the impact of the failure on the resolution of the dispute and delays 

and/or distress caused to residents.  
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Annexes 

 

Example 1 – complaint handling failure order – dispute resolution 

 

 

 
Dear landlord 

 
Complaint ref – Determination - Complaint handling failure   
 
In accordance with paragraph 13 of the Housing Ombudsman Scheme a 
determination of complaint handling failure has been made.  
 
Reasons 
 
The obligations of membership are set out in paragraph 9 of the Housing 
Ombudsman Scheme and include the following:  
 
A member must   

• establish and maintain a complaints procedure in accordance with any good 

practice recommended by the Ombudsman; 

• manage complaints from residents in accordance with its published procedure 

or where this is not possible within a reasonable timescale.  

In this instance the landlord has failed to comply with the Ombudsman’s Complaint 
Handling Code and has not managed Mr F’s complaint within a reasonable timescale 
resulting in unnecessary delay and inconvenience.  
 
Details 
 
Mr F contacted you on 25 March 2020 setting out that he was dissatisfied with the 
response to his complaint issued at stage one of the complaints process which is 
dated 20 March 2020.    
 
Mr F contacted this Service as he received no response to his request. We 
contacted you and requested that the matter be escalated on the following dates: 
 

• 14 April 2020 – email sent to (email address) 

• 1 May 2020 – email sent to (email address) 

• 26 May 2020 – email sent to (email address) 
 
We received acknowledgements for each of our emails but Mr F is still waiting for his 

complaint to be escalated.   

Paragraph 3.17 of the Code sets out the time frames for responses to complaints 
and states that a response at stage two of the complaints procedure should be sent 
within ‘20 working days from request to escalate – If this is not possible an 
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explanation and a date when the stage two response will be received. This should 
not exceed a further 10 working days.’ 
 
The landlord’s response is significantly outside of these timescales.  

Action required 

The Ombudsman has concluded that the complaints process has been exhausted.   
We will now accept this case for investigation.  
 
Please provide the following information to the Ombudsman by (date): 

• copies of all complaint correspondence including correspondence from Mr F 

• copy of Mr F’s tenancy agreement  

• copies of repairs records relating to the boiler repair including any inspection 

reports  

• copy of your repairs policy.  

 
Please note that details of all complaint handling failure orders will be published on 
our website and form part of our regular information sharing with the Regulator of 
Social Housing.  
 
To find out how we use your personal data together with your rights under the Data 
Protection Act 2018 go to  www.housing-ombudsman.org.uk/about-us/your-data/ 
 

Yours sincerely 
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Example 2 – complaint handling failure order – complaint policy 

 

 

 

Dear Board/Governing body 

Complaints Policy - Determination - Complaint handling failure  
 
In accordance with paragraph 13 of the Housing Ombudsman Scheme a 
determination of complaint handling failure has been made due to non-compliance 
with the obligations of membership set out in the Housing Ombudsman Scheme. 
 
Reasons 
 
The obligations of membership are set out in paragraph 9c of the Housing 
Ombudsman Scheme and include the following:  
 
A member must:  
 

• as part of (its complaints) procedure, inform residents of their right to bring 
complaints to the Ombudsman under the Scheme.  

 
Details 
 
The Ombudsman has reviewed (landlord) complaints procedure both online and the 
policy provided in the following cases (xxxxxxxxxx).   
 
The policy does not meet the membership obligation detailed above as it fails to 
inform residents of their right to bring a complaint to the Ombudsman. In addition 
case ref indicated that the final letter sent to residents also omits details of the right 
to refer the matter to the Ombudsman.  
 
Letters detailing this omission and requesting rectification were sent to (name of 
CEO) on (dates). To date we have received no response.    
 
We are now issuing a complaint handling failure order and set out the action required 
below. 
 

Action required 

• The landlord is required to review its complaints policy and complete the self-

assessment exercise to assure compliance with the Complaint Handling Code.    

 
The review should be completed within six weeks of the date of this letter and a copy 
of the completed self-assessment checklist and any supporting evidence should be 
provided by (date).  
 

Please note that failure to take this action is likely to result in a referral to the 
Regulator of Social Housing. Details of all complaint handling failure orders will be 

Page 84



13 
 

published on our website and form part of our regular reporting to the Regulator of 
Social Housing.  
 
To find out how we use your personal data together with your rights under the Data 

Protection Act 2018 go to  www.housing-ombudsman.org.uk/about-us/your-data/ 

 

Yours sincerely 
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1 Principles of good administrative practice

Ombudsman’s introduction to the principles

We have published guidance on ‘Good 
Administrative Practice’ since 1993, and have 
always used this as a benchmark for the 
standards we expect when we investigate the 
actions of local authorities. Given the significant 
changes that have re-shaped local government 
in the intervening years, we felt it was both timely 
and necessary to refresh this guidance. Six 
core principles sit at the heart of this document. 
Although deceptively simple, we hope they will 
help frame a shared understanding of what is 
meant by good administration. 

These principles are not unique to my 
organisation, or to our sector. Similar standards 
have been adopted by Ombudsmen across 
the UK, and are widely recognised as best 
practice. Most importantly, these core principles 
are closely aligned to those used by our sister 
organisation, the Parliamentary and Health 
Service Ombudsmen, enabling us to take a 
common approach, as we increasingly work 
together to jointly investigate concerns that cross 
organisational boundaries. 

These principles are rooted in our casework 
findings, drawing on our extensive body of 
knowledge about good and bad practice, built over 
many years of experience. While they will underpin 
our assessment of performance in individual 
cases, it is important to stress they are intended 
as a broad framework, not a checklist to be rigidly 
applied. They are a compass, not a map.

The statutory tests we apply will of course remain 
the same: is there evidence of maladministration 
or service failure and, if so, has this led to an 
unremedied injustice? If we decide a council 
has not followed our six principles, we will not 
automatically find maladministration or service 
failure. We will, as ever, continue to decide each 
case on its own merits by considering the unique 
circumstances of each situation. 

Increasingly where we do find fault, we will try 
to work with bodies in our jurisdiction to identify 
who else has been affected, and to recommend 
systemic changes that might help avoid a 
recurrence of problems in future. We believe 
complaints should be a catalyst for learning and 
a tool for scrutiny.

These principles provide clarity for both 
complainants and bodies within our jurisdiction. 
We hope they will foster a shared understanding 
of what we expect from public service providers, 
and help explain the questions we will ask in 
deciding whether maladministration and service 
failure have occurred. 

Ultimately, I hope these principles will help 
ensure good administrative practice continues to 
remain at the heart of local government decision-
making, guiding the governance and delivery 
of local services in the way it has for decades 
before. 

Michael King

Local Government and Social 
Care Ombudsman

December 2018
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2 Principles of good administrative practice

Principles of good administration

1. Getting it right

 > Following the law and taking the rights of those concerned into account

 > Following the organisation’s policy and guidance 

 > Taking proper account of established good practice

 > Providing effective services, using appropriately trained and competent staff

 > Taking reasonable, timely decisions, based on all relevant considerations

Examples of what good looks like

 > Complying with service timescales with a statutory basis by planning and prioritising resources

 > Explaining and responding to any delays proactively

 > Giving staff free rein to use their professional judgement to meet properly assessed service 
needs

 > Ensuring organisations working on a council’s behalf adhere to that council’s policies, guidance, 
good practice and legislation 
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3 Principles of good administrative practice

Examples of what good looks like

 > Retaining continuity for service users when services are changed

 > Setting expectations for service users by having and communicating appropriate guidance

 > Understanding the individual circumstances of a case – not falling back on ‘blanket policies’

 > Having appropriate skills and capacity to effectively contract manage third party suppliers 
delivering services on behalf of the council 

 > Implementing contractual arrangements with suppliers to maintain service standards and 
provide clarity on the responsibility for managing concerns and complaints

2. Being service-user focused

 > Ensuring people can access services easily, including those needing reasonable adjustments

 > Informing service users what they can expect and what the organisation expects of them

 > Keeping to commitments, including any published service standards

 > Dealing with people helpfully, promptly and sensitively, taking account of their individual 
circumstances

 > Responding to service users’ needs flexibly and, where appropriate, coordinating a response 
with other service providers

 > Recognising and respecting the diversity of service users and adopting an inclusive approach 
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4 Principles of good administrative practice

3. Being open and accountable

 > Being open and clear about policies and procedures and ensuring information, and any advice 
provided, is clear, accurate and complete

 > Stating the criteria for decision making and giving reasons for decisions

 > Handling information properly and appropriately

 > Keeping proper and appropriate records

 > Taking responsibility for actions

Examples of what good looks like

 > Consulting with stakeholders and service users prior to changing service arrangements

 > Ensuring frontline staff are fully briefed and equipped to support service users to make 
informed decisions, particularly when there are changes to eligibility criteria

 > Maintaining transparency in the light of complex service delivery arrangements 
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5 Principles of good administrative practice

4. Acting fairly and proportionately

 > Being impartial and treating people with respect and courtesy

 > Treating people without unlawful discrimination or prejudice, and ensuring no conflict of 
interests

 > Dealing with people and issues objectively and consistently

 > Ensuring decisions and actions are proportionate, appropriate and fair

Examples of what good looks like

 > Explaining clearly the rationale for decisions and recording them – ensuring any contractors 
mirror this behaviour

 > Having clear and accessible appeal routes

 > Being alive to the need for reasonable adjustments to ensure no person is placed at a 
disadvantage in using a service due to a disability 
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6 Principles of good administrative practice

5. Putting things right

 > Acknowledging mistakes and apologising where appropriate

 > Putting mistakes right quickly and effectively

 > Providing clear and timely information on how and when to appeal or complain

 > Operating an effective complaints procedure, which includes offering a fair and appropriate 
remedy when a complaint is upheld

Examples of what good looks like

 > Making complaints procedures clear and visible

 > Ensuring the quality of complaint investigation is the same whether it’s handled by the council 
or a contractor
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7 Principles of good administrative practice

6. Seeking continuous improvement

 > Reviewing policies and procedures regularly to ensure they are effective

 > Asking for feedback and using it to improve services and performance

 > Ensuring the organisation learns lessons from complaints and uses them to improve services 
and performance 

Examples of what good looks like

 > Building into third party contracts the opportunities for review and learning from feedback

 > Disseminating and embedding relevant learning from feedback and lessons learned from 
complaints within the organisation 

 > Being proactive in sharing complaints information with scrutiny functions
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Part I 
Main author: Nick Long 
Executive Member: Fiona Thomson 
All Wards 

 
WELWYN HATFIELD BOROUGH COUNCIL 
STANDARDS COMMITTEE 30 NOVEMBER 2020 
REPORT OF THE CORPORATE DIRECTOR (PUBLIC PROTECTION, PLANNING 
AND GOVERNANCE)  

UPDATES TO RIPA POLICY AND LIST OF AGREED AUTHORISING OFFICERS 

1 Executive Summary 

1.1 Following recent staff changes, Standards Committee is asked to note and agree 
the updates to the RIPA authorising Officers shown below and to agree that the 
corporate RIPA policy is updated accordingly, including minor typographical, 
formatting and other consequential amendments as shown in Appendix A.  

2 Recommendation(s) 

2.1 For Standards Committee to note the changes detailed in this report. 

3 Explanation 

3.1 The council has powers to investigate a range of criminal offences and like all Local 
Authorities is able to utilise powers to undertake surveillance to assist with those 
investigations in certain prescribed circumstances.  

3.2 As previously reported to Committee the use of these powers is governed by the 
requirements of law and the Council’s own policy. Powers cannot be used without 
the agreement of a designated “Authorising Officer” and the approval of a 
Magistrate. In all cases the powers can only be used to investigate a specified 
offence and must be shown to be necessary and proportionate to the 
circumstances.    

3.3 It is timely and necessary to make a number of updates to the list of Authorising 
Officers, as shown below and Standards Committee are asked to agree these 
updates and changes along with any necessary formatting changes and 
consequential amendments to the current policy as set out in appendix A. 
Authorising Officer for where confidential (as defined) information may be obtained 
Head of Paid Service - Ka Ng  
Authorising Officer   
Governance Services Manager – Alison Marston  
Designated RIPA SPOC 
Principal Governance Officer - Jonah Anthony  
All other designations remain the same as in previous versions of the policy. 

4 Legal Implication(s) 

The Regulation of Investigatory Powers Act (RIPA), as amended by the Protection 
of Freedoms Act and Investigatory Powers Act 2016 sets out the regulatory regime 
by which the council may use certain surveillance powers to investigate certain 
specified offences. There are strict controls in place and the council is unable to 
undertake any “covert surveillance” outside of this regime. Failure to comply with 
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the legislation could result in legal challenge or challenge on the admissibility of 
evidence in Court. 

5 Financial Implication(s) 

5.1 A training budget is in place for authorising officer training.  

6 Risk Management Implications 

6.1 The risks related to this proposal relate to legal challenge and reputation, for 
example a significant court case collapsing owing to evidence collected through 
surveillance being ruled inadmissible. However, there are strict controls in place to 
govern the approval of any surveillance authorisations and the council does not 
carry out covert surveillance outside of the RIPA regime. Additionally, a staff 
training programme is in place and Heads of Service are asked to ensure relevant 
staff attend the training programme. RIPA compliance is also included as part of 
the management assurance statements which help comprise the annual 
governance statement and the Council is periodically audited by the Office of 
Surveillance Commissioners. An assessment of risk is therefore considered as 
impact: high, probability: low  

7 Security and Terrorism Implication(s) 

7.1 The RIPA regime is used by the Council to assist with the investigation of certain 
criminal offences. In addition, the Council will work, as required, with the police 
and other partners to facilitate the prevention, detection and investigation of crime.   

8 Procurement Implication(s) 

8.1 None 

9 Climate Change Implication(s) 

9.1 None 

10 Human Resources Implication(s) 

10.1 As previously reported to Committee the council has a RIPA training programme 
in place for staff including investigation officers, officers with access to IT systems 
and Authorising Officers. Officers listed in this report who are taking on new roles 
will only be allowed to carry out that role once they have received suitable training.  

11 Health and Wellbeing Implication(s) 

11.1 None  

12 Communication and Engagement Implication(s) 

12.1 The nature of any covert surveillance undertaken by the council is by definition 
“covert” and therefore not in the public domain. However, for public confidence and 
transparency it is important that the Council shares its adopted RIPA policy and 
once updated this policy will be republished on the Council’s webpage. 

13 Link to Corporate Priorities 

13.1 The subject of this report is linked to the Council’s Corporate Priorities “our 
community”, “our environment”, “our housing” and “our council” and the statutory 
provisions under the Regulation of Investigatory Powers Act (RIPA), as 
amended. 
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14 Equality and Diversity 

14.1 An Equality Impact screening assessment (EQIA) has not been carried out in 
connection with the proposals that are set out in this report as RIPA is an 
enforcement tool and an EQIA was carried out in connection with the council’s 
corporate enforcement policy which sets out our overall approaches to 
enforcement.  
 

 
 
Nick Long  
Corporate Director, Public Protection, Planning and Governance  
RIPA Senior Responsible Officer  
 
November 2020  
 
 

Appendix A: Updated Corporate RIPA Policy  
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Purpose of this policy  
 
The council is able to investigate a variety of criminal offences, and from time to time officers 
of the council may need to use investigation techniques which are covered by the Regulation 
of Investigatory Powers Act 2000 (RIPA) (as amended by the Protection of Freedoms Act 2012 
and the Investigatory Powers Act 2016).  

 

This policy, which has been endorsed by the Full Council, sets out the council’s commitment 
to abide by the relevant legislation, to follow the official Codes of Practice, to appropriately train 
employees and review its activities so that investigations are not compromised by poor practice 
and the public can have confidence in the council’s investigatory work.    

 

This policy therefore sets out the Council’s approach to covert surveillance issues falling within 
the framework of RIPA in order to ensure consistency, balance and fairness.   This information 
will provide additional protection and safeguards where these covert activities are likely to 
cause us to obtain what is termed “private information” about individuals or where we go “under 
cover” in certain circumstances.   This policy also makes it clear to the general public what 
checks and balances will apply. 

 
 
Background 

 
The Human Rights Act affords everyone an expectation of their right to privacy and whilst it 
may be obvious of an expectation to a right to privacy in a private place, the code of practice 
is clear that there could also be an expectation of a right to privacy (albeit reduced) in certain 
public places, including the online space (iei.e. internet). RIPA provides a lawful mechanism 
for the council in certain very specific and controlled circumstances to breach that right. 

 

The Council is committed to working for the overall good of the people of Welwyn Hatfield.   
Therefore in carrying out its duties the Council may need to conduct appropriate investigations 
into allegations or concerns brought to its attention.   Very occasionally, our investigations will 
require us to gather information in respect of individuals who may be unaware of what we are 
doing (through covert surveillance).   In conducting our investigations we must draw a fair 
balance between the public interest and the rights of individuals.   In order to achieve that 
balance, the Council will take into account and comply with the Regulation of Investigatory 
Powers Act 2000 (RIPA) (as amended) and the Human Rights Act 1998.    

 

 

The Investigatory Powers   Commissioner (IPC) advises the Council and members of the 
Public about these issues and the IPC will periodically audit and inspect the way in which Local 
Authorities including the Council work in accordance with the Act.   The IPC has taken over 
from the Office of the Surveillance Commissioner (OSC) who performed a similar role. T and 
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the Council was last inspected by the OSC IPC in February 2016 2019 and received a 
favourable report.  

 

The Protection of Freedoms Act 2012 amended RIPA to make local authority authorisations 
subject to judicial approval. This change means that the Council needs to obtain the agreement 
of a Magistrate before it can undertake covert surveillance or to renew an authorisation for 
covert surveillance.  

 

If the Magistrate is satisfied that the statutory tests have been met and that the use of the 
technique is necessary and proportionate, he or shethey will issue an order approving the grant 
or renewal for the use of the technique described in the application.   This means that the 
Council is no longer able to orally authorise the use of RIPA techniques and all authorisations 
must be made in writing and require judicial approval.   The authorisation cannot commence 
until this has been obtained and the activity must be carried out in accordance with that 
authorisation.  

 

The requirement for judicial approval provides an additional safeguard and assurance to the 
public that the council will only use covert surveillance techniques where it is shown to be 
necessary and proportionate.  

 
 

Codes of Practice 
 

Whilst this policy is intended to provide an overview of RIPA and its relevance to this Council, 
detailed codes of practice are available from the Home Office.   This policy makes it the 
responsibility of Officers likely to conduct surveillance, their Managers and the council’s 
appointed Authorising Officers to ensure they have access to and are familiar with these codes 
and any accompanying guidance.  

 

The codes have recently been updated and although are not themselves law they are citable 
in a court of law and any deviation from them will require to be justified. Failure to comply with 
the code carries the risk that valuable and often critical evidence may be ruled inadmissible by 
the Courts.  

   

All relevant staff are expected to carefully read the appropriate parts of the revised codes when 
considering operations and preparing applications. The revised codes have been incorporated 
into staff training which is periodically offered to our staff involved in investigations.  

 
The codes can be found on the Home Office website at:  
http://www.homeoffice.gov.uk/counter-terrorism/regulation-investigatory-powers/ripa-forms/  
https://www.gov.uk/government/collections/ripa-forms--2 
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Electronic versions of the application forms can also be downloaded from this site. 
Investigating officers are responsible for ensuring that they are using the most up to date forms. 
 
 
Definitions 
 
The essential key to understanding the way that RIPA works and how the council will use it, is 
to understand certain key definitions.   Awareness as to whether a proposed action comes 
within RIPA is critical in establishing whether authorisation actually needs to be sought and at 
what level. 

 

There are   several categories of covert activity, some of which the council may potentially use. 
However on advice from inspecting Deputy Surveillance Commissioners and taking account 
of the nature and limited range of criminal offences which the council may investigate, this 
policy recognises that showing “necessity” and “proportionality” for some of these techniques 
in a council setting is unlikely and therefore the council is highly unlikely to use them. 
Additionally there are some activities which the council is prohibited by law from using. 

 
 

Type of activity  Brief description  Notes  

Directed 
surveillance 

Covert surveillance which is not intrusive; undertaken 
for a specific operation in relation to a relevant offence 
and in a way likely to obtain private information about 
an individual  

Council may use 
this  

Covert Human 
Intelligence sources 
(CHIS)  

This is the use or conduct of someone “undercover” 
that establishes or maintains a personal or other 
relationship with a surveillance subject for the covert 
purpose of obtaining information. 

Council unlikely to 
use this  

Communications 
data access  

Access to data showing when particular 
communications took place, but not the content of 
those communications  

Council advised not 
to use this  

Intrusive 
surveillance  

Covert surveillance carried out in relation to anything 
taking place on any residential premises or any private 
vehicle where it involves a person on the premises or 
in the vehicle or is carried out by a surveillance device. 

By law the council 
cannot use this  

 
 
 

Other key   terms which can be usefully explained are: 
 
 

Term  Brief description  

Surveillance the monitoring, observing or listening to persons, their movements, their 
conversations or their other activities or communications or recording anything 
monitored, observed or listened to in the course of surveillance and includes 
surveillance by or with the assistance of equipment such as cameras, video 
recorder, binoculars or similar. 
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Term  Brief description  

Private 
information 

This term needs to be interpreted in line with the European Court for Human 
Rights explanation of private life and the latest code of practice. In essence it 
means private information includes any aspect of a person’s private or personal 
relationships with others such as family, professional and business relationships. 

Non private 
information 

May include information about a person which is in the public domain such as 
newspapers, journals, TV broadcasts, websites and articles. It may include 
information only available after the payment of a fee and any data which is made 
available on request 

Overt 
surveillance 

To paraphrase the legal definition, this covers all situations where surveillance is 
not covert.   It is done in the open, for example using uniformed staff, marked 
vehicles or public CCTV systems which scan a general area. Overt surveillance 
does not require authorisation under RIPA 

Covert 
surveillance 

Means surveillance carried out in such a way calculated to ensure that the person 
who is the subject of the surveillance is unware it is taking place, or surveillance 
carried out by use of a surveillance device 

Confidential 
information  

Certain information for example relating to medical records, legal privilege or 
journalistic sources. Only the councils Head of Paid Service (or appointed Deputy) 
may authorise surveillance to obtain confidential information 

Collateral 
intrusion  

Information obtained during surveillance which relates to a third party who is not 
the subject of the surveillance    

 
 
Council use of Covert covert human intelligence sources (Known as 
CHIS).       

 
It is considered highly unlikely that the council will ever consider the deployment of CHIS as 
being necessary and proportionate, and to do so the Authorising Officer must be satisfied that 
the CHIS is necessary, that the conduct authorised is proportionate to what is sought to be 
achieved and that arrangements for the overall management and control of the undercover 
officer are in force.   These can be onerous, and CHIS authorisations will not normally be 
granted owing to the threshold test of necessary and proportionality and the specific skills 
needed to operate, handle and manage CHIS.  

 

However as pointed out during OSC inspections, it is important that council officers are aware 
of what constitutes a CHIS so that they do not inadvertently create one, therefore an 
explanation of CHIS and associated risks is included in the training for our investigatory 
officers.  

 
 
Council use of communications data  
 
As noted above, it is legally possible for councils to also undertake elementary communications 
interception, but in reality (and on advice from inspecting officers) like CHIS the Council does 
not see this tool as relevant to our investigatory work.  

 
 

Formatted: Font: 11 pt, Font color: Background 1

Formatted: Space Before:  4 pt, After:  4 pt

Formatted Table

Formatted: Font: 10 pt

Formatted: Space Before:  4 pt, After:  4 pt

Formatted: Font: 10 pt

Formatted: Space Before:  4 pt, After:  4 pt

Formatted: Font: 10 pt

Formatted: Space Before:  4 pt, After:  4 pt

Formatted: Font: 10 pt

Formatted: Space Before:  4 pt, After:  4 pt

Formatted: Font: 10 pt

Formatted: Space Before:  4 pt, After:  4 pt

Formatted: Font: 10 pt

Formatted: Space Before:  4 pt, After:  4 pt

Formatted: Subheading, Space After:  8 pt

Formatted: Font: Not Bold

Formatted: Font: 11 pt

Formatted: Space After:  8 pt

Formatted: Space After:  12 pt

Formatted: Subheading, Space After:  8 pt

Formatted: Font: 11 pt

Page 106



 
Page 1 of 18 
 
Version January 2019 

Formatted: Left

Council use of c covert directed surveillance  
 

Like all Local authorities in England & Wales the council can only authorise use of directed 
surveillance under RIPA to prevent or detect criminal offences that are either punishable, 
whether on summary conviction or indictment, by a maximum term of at least six months 
imprisonment or are related to the underage sale of alcohol and tobacco.  

 
The council   may therefore   authorise the use of directed surveillance in more serious cases 
as long as they are satisfied that it is necessary and proportionate and prior approval of a   
Magistrate has been granted.   Examples would include more serious criminal damage, 
dangerous waste dumping and serious or serial benefit fraud. 

 
A local authority such as the council   MAY NOT AUTHORISE the use of directed surveillance 
under RIPA to investigate disorder that does not involve criminal offences or to investigate low 
level offences for example, littering, dog control and fly-posting.  

 

Three separate people are involved in granting an authorisation for covert directed 
surveillance by the council:  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
It is the responsibility of the investigating officer/case officer to determine if surveillance 
techniques may be appropriate to aid an investigation. They should have early discussions 
with a RIPA authorising officer to ascertain if RIPA authority is required (a suitable flow chart 
is included in appendix A) 

 

Where a RIPA authority cannot lawfully be issued then the case officer is responsible for 
ensuring that only overt surveillance techniques are used and   that no covert surveillance 
takes place.  

 

It is council policy that covert surveillance will only take place with a lawful authority in place. 
If no RIPA authorisation can be given, and there is no other power to carry out the covert 
surveillance, then it must be made overt. Ways of making surveillance overt include:  

Case/Investigating Officer  

Authorising Officer  

Magistrate  

Responsible for identifying the need for 
any covert directed surveillance and 
completing the application forms in 
accordance with codes of practice 

Responsible for reviewing the 
application, making sure the tests of 
necessity and proportionality are met 
and if satisfied, completing the 
authorising offices statement  

Listens to evidence from the 
Authorising Officer, reviews the 
application  and if in agreement 
approves the authorisation  
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• uniformed staff,  
• notification of intentions,  
• marked vehicles, 
• signs    
• publicity and  
• ensuring the surveillance is not carried out in a way calculated to ensure the subject is 

unware it is taking place.  

 

 

In determining whether a RIPA authority is required and may be authorised the case officer 
will need to consider and be able to explain to the authorising officer:  

 
a) that the operation is in relation to a core investigatory activity  

 
b) whether the offence which is under investigation is one which is punishable by a 

maximum term of at least 6 months imprisonment or is a specified offence relating to 
the sale of alcohol or is a specified offence relating to the sale of tobacco 
 

c) that covert surveillance is necessary and proportionate to the matter under investigation 
 

d) that there are no alternative means of obtaining the evidence 
 

e) that a collateral intrusion risk assessment has been carried out  

 

A RIPA authority can only be considered in regard to the prevention of crime relating to the 
above offences (or for disorder if it also meets one of the above definitions). Blanket 
authorisations covering “crime and disorder” are not allowed.     

 

Once it has been decided that there is a need for covert surveillance or an undercover exercise, 
specific authorisation needs to be obtained.   The case officer will need to complete the relevant 
parts of the authorisation form and one of the Council’s appropriately trained and authorised 
officers will need to consider the application and complete the authorising officers statement 
on the forms.  

 

Applications for authorisations need to be framed in such a way that they do not require 
sanction from any person in the public authority other than the authorising officer (and 
magistrate). 

 

 

Both the case officer and authorising officer must make sure they show why the surveillance 
is necessary and proportionate on the form. Sufficient detailed information must be provided, 
including for example the “who, what, when, where, why and hows” of the authorisation. It must 
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be clear who has been authorised to do what, when they can carry it out and how they are to 
undertake the surveillance. Necessity and proportionality cannot merely be inferred from the 
gravity of the offence, and clear reasoning must be provided. The codes of practice provide 
further guidance as to necessity and proportionality and these terms are explored further in 
officer training.  

 

 

When deciding whether or not authorisation is warranted in a particular circumstance the 
Authorising Officer has to ask four relevant questions: 

  
a.a) Is the surveillance for a relevant offence? 

 
b.b) Is the surveillance necessary for the purpose of preventing or detecting crime?   

In this context necessary means that there is no other way of obtaining the information 
other than by covert surveillance, i.e. all other investigatory tools and options have been 
exhausted or are wholly inappropriate 

 

c.c) Is the conduct of the surveillance proportionate to its aim? In this context 
proportionality requires consideration of  
 

• Balancing the size and scope of the proposed activity against the gravity and 
extent of the perceived crime or offence 

 
• Explaining how and why the methods to be adopted will cause the least possible 

intrusion on the subject and others 
 

• Considering whether he activity is appropriate use of the legislation in a 
reasonable way having considered all reasonable alternatives of obtaining the 
necessary result 

 
• Evidencing as far as reasonably practicable what other methods have been 

considered and why they were not implemented.  
  
d.d) What are the implications arising from a collateral intrusion risk assessment?  

In simple terms can the objective of the surveillance be important enough to justify the 
interference with an individual’s liberty and privacy and the risks of obtaining information about 
third parties? 

 

The Authorising Officer should also consider the means of surveillance and whether this is the 
most appropriate in the specific circumstances. Does it minimise intrusion into an individual’s 
private life and is it a workable method of obtaining information? 

 

Authorising Officers should keep the scope of the authorisation to a minimum i.e. sufficient 
authorisation to gather the required information but nothing more.   The Investigating Officer 
must be made fully aware of the limits of the authorisation.  
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There is an automatic three month restriction on the grant of any directed surveillance 
authorisation.   Further authorisation will need to be sought for periods over this in the form of 
a renewal application.   If a short sharp operation is envisaged then the correct procedure is to 
grant the authorisation for 3 months but to schedule an appropriate early review and to cancel 
the authorisation as soon as it is no longer necessary or proportionate.  

 

In general authorisation should be sought punctually and in advance of the activity constituting 
the covert surveillance or use of CHIS.   Wherever possible the circumstances of the case 
should be discussed with the authorising officer in order for a reasoned decision as to whether 
surveillance or CHIS is necessary and whether alternative means of obtaining information has 
been considered. 

 

There is specific guidance in the code of practice regarding surveillance that may yield 
confidential information which includes: 
 

• Matters subject to legal privilege as described in section 98 of the Police Act 1997. 
• Personal information being information held in confidence concerning an individual 

(living or dead) who can be identified from it and who can be identified from it and 
relating to physical or mental health, spiritual counselling or other assistance or 
information which a person has acquired or created in the course of any trade, 
business, occupation or for the purposes of any paid or unpaid office. 

• Confidential journalistic information which includes information acquired or created for 
the purposes of journalism and held subject to an undertaking to hold it in confidence.  

 

It should be noted that changes to the legislation brought about by the Protection of Freedoms 
Act 2012 mean that an authorisation for surveillance can only be brought into effect once it has 
been approved by a JP/Magistrate.    

 

Application for such approval must only take place once one of the council’s appointed 
authorising officers has signed off the application for surveillance as it will be the authorising 
officer who needs to provide evidence to the magistrate as to why the authorisation is needed.  

 

The case officer and authorising officer will need to attend court having completed the 
necessary court application form and telephoned the court in advance to arrange a hearing. It 
is generally not good practice or appropriate to just turn up at the court house without prior 
agreement.  

 

The JP/Magistrate will perform a paperwork review and this is why it is important that all 
relevant material is contained in the RIPA application. It will not be possible to introduce any 
additional evidence outside the content of the RIPA form.  

 

The JP/Magistrate may grant the application, may choose to refuse it (in which case 
amendments can be made and a new application submitted) or may reject the application.  
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A RIPA application authorised by a local authority cannot take effect until judicial approval has 
been given. This may be different to other agencies who use RIPA so care must be taken when 
running joint operations.  

 

The council’s legal team will arrange for access to a JP/Magistrate and in exceptional 
circumstances it may be possible to arrange this   out of hours/outside of a court location. 

 

Elected members, or members of council staff who are magistrates are obviously unable to 
authorise RIPA applications for council operations.  

   

 

 
 
Particular circumstances  
 
In all cases, this policy requires investigating officers to undertake early engagement with 
authorising officers to discuss potential RIPA implications of their investigations.   A number of 
particular circumstances and techniques are discussed below.    
 
 
 
Surveillance equipment 

 
Council officers conducting surveillance must endeavour to use equipment at their disposal in 
a responsible and discrete manner.   Officers should be aware that the use of any equipment 
is restricted to being used in a manner that constitutes covert surveillance only.   If there is a 
risk that the use of such equipment will transform the operation into an intrusive one then the 
surveillance must cease immediately. 

 
Upon the cessation of surveillance officers should ensure that any equipment is properly 
checked upon its return to storage.   This should include condition and to ensure that material 
that could fall into the possession of unauthorised staff is removed.   An example of this is the 
removal of digital media that may contain images used for evidence. 

 
If any faults are detected with the equipment this should be brought to the attention of the 
authorising officer as soon as possible.   Under no circumstances should the authorising officer 
seek to rectify any faults as this could affect the admissibility of the evidence contained on the 
equipment or obtained by using it. 

 
CCTV and automatic number plate recognition (ANPR) cameras 
 
The use of overt CCTV cameras by public authorities does not normally require an 
authorisation under the Act. Similarly, the overt use of ANPR systems to monitor traffic flows 
or detect motoring offences does not require an authorisation. 
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However, where overt CCTV or ANPR cameras are used in a covert and pre-planned manner 
as part of a specific investigation, for the surveillance of a specific person or group of persons, 
a directed surveillance authorisation should be considered.   Such covert surveillance is likely 
to result in the obtaining of private information about a person (a record of their movements 
and activities) and therefore falls within the definition of surveillance. The use of ANPR or 
CCTV in these circumstances goes beyond their original intended use.  
 

 
Online activities 

 
The use of the internet may be required to gather information prior to and /or during an 
operation, which may amount to directed surveillance.   Whenever a public authority intends 
to use the internet as part of an investigation, they must first consider whether the proposed 
activity is likely to interfere with a person’s Article 8 human rights, including the effect of any 
collateral intrusion. Any activity likely to interfere with an individual’s Article 8 rights should only 
be used when necessary and proportionate to meet the objectives of a specific case.   Where 
it is considered that private information is likely to be obtained, an authorisation must be sought 
as set out in this policy. Where an investigator may need to communicate covertly online for 
example for contacting individuals using social media websites, a CHIS authorisation should 
be considered. 

 
The latest code of practice provides more information regarding RIPA and online activities and 
training courses for council officers have been adjusted to take account of this. The general 
position is that whilst the internet is open   to all, it should be viewed as no different to a public 
place, and as such there could be an expectation that a targeted operation to gather 
information from the internet regarding a specific person could fall within the scope of needing 
an authorisation. The application of surveillance laws to the internet is a developing field and 
as such it is helpful to provide pointers as to the matter of degree as to whether an authorisation 
is less or more likely to be required.  

 
 

Use of the internet for an investigation 
(see para 3.10 – 3.17 of CoP) 

 

Factors making the need for an 
authorisation less likely  

Factors making the need for an authorisation 
more likely  

One off visit  
General search  
No recording of information  
No patterns of an individual’s behaviour built 
up  

Frequent visits to the same site 
Specific search for an individual  
Information recorded for future use 
Information provides a pattern of an individuals 
lifestyle  
 

 
 

 
Tracking devices  
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Tracking devices which only provide position data do not fall within the scope of RIPA, however 
the installation of tracking devices onto third party property is likely to constitute property 
interference and as such an authorisation under the Police Act 1997 would be required. The 
council is not able to grant such authorisation.  

 
 

Drones and unmanned Arial vehicles (UAV) 
 

The council does not own UAVs, but from time to time may wish to make use of them. In 
general the use of a UAV to gather general data would not usually need an authorisation, 
however, if it is used as part of a specific operation to target an individual then authorisation 
would need to be considered.   If a UAV is to be used for general purposes then whilst not 
needing a RIPA authorisation, permission from the relevant Portfolio Holder is required before 
the UAV is deployed.  

 
 

Noise nuisance and similar recordings  
 

This policy requires that recordings made to assist with determination of neighbour nuisance, 
ASB and similar must be done overtly. The code of practice discusses the application of RIPA 
to such circumstances and recognises that noise monitoring equipment which only records 
decibel levels would never need an authorisation. However, whilst covert techniques which 
record actual sound, and conversations at normal speaking level may well need consideration 
for authorisation, they are unlikely to pass the tests for an authorisation to be granted meaning 
they cannot be carried out covertly. Therefore the council’s policy is that such recordings must 
be carried out overtly, and the council’s corresponding noise policies reflect this. Additionally 
when officers ask members of the public to complete “diary/log sheets” or invite them to make 
their own audio or video recordings great care must be taken to avoid establishing a CHIS.  
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Authorising Officers 
 
The Council currently have four trained officers who may authorise investigations. (Authorising 
Officers)   These are: (see also note below regarding confidential information) 

 
• Nick Long (Senior Responsible Officer)   

• – Corporate Director (Public Protection, Planning and Governance) and 
Senior Responsible Officer  
01707 357401  
n.long@welhat.gov.uk  

• Joanna Harding –  
• Head of Public   Health and Protection 
01707 357361  
jo.harding @welhat.gov.uk   

• Alison Marston  
• – Principal Governance OfficerGovernance Services Manager 
01707 35741344  
a.marston@welhat.gov.uk 

• Kate Payne 
• , Licensing Team Leader  
01707 357206  
k.payne@welhat.gov.uk  
 

NOTE:  In cases where through the use of surveillance it is likely that confidential 
information will be acquired, the use of surveillance is subject to a higher level of 
authorisation.   This responsibility cannot be delegated.   The legislation and code 
of practice sets out the required level of authorisation for local authorities as the 
Head of Paid Service (At Welwyn Hatfield this is the Chief Executive) or in his their 
absence a Director acting as Head of Paid Service. 

The Principal Governance Officer is the designated single point of contact (SPOC) 
for RIPA matters. This post is currently held by Jonah Anthony, 
j.anthony@welhat.gov.uk.  

 
 

Undertaking surveillance 
 
Once an authorisation has been granted by a magistrate Investigating officers of the Council 
should bear in mind the following: 
 

• Covert surveillance or CHIS should only be undertaken for as long as it is needed for 
the purpose for which it is authorised. Surveillance should not be undertaken for 
longer periods than absolutely necessary. In short, surveillance should only be 
undertaken for as long as it is required to obtain the necessary information. 
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• Officers should seek to reduce any collateral intrusion into the lives and business of 
the subject and also the subject’s family, colleagues or associated third parties. 

• The amount of private information received during the course of surveillance should 
be kept to a minimum. 
 

• Adequate safety and welfare checks have been carried out prior to the use of CHIS.   
Where the CHIS is not an employee of the Council or has not received sufficient 
training for this work, the officer in charge of the surveillance should have put in place 
measures to ensure that assistance is close at hand should this be required. 
 

• All officers should act diligently and professionally regarding their own and colleagues 
safety and the safety of any surveillance equipment at their disposal. 

 
 
Review and renewals 
 
Whilst the initial authorisation may be valid for up to three months, if the Authorising Officer 
considers that a review should be carried out before this time then this should be carried out. 

 

Authorising Officers may renew applications to conduct surveillance and renewals will last for 
a further three months from the date of the original authorisation terminating. 

 
Authorising Officers should note that changes in circumstances to particular cases and any 
effects that such changes would have on the need for surveillance or the nature of it should be 
carefully considered.   In all cases a note should be made on the renewal form whether it is a 
first or subsequent renewal. 

 
Cancellation of Authorisation 

 
Before an authorisation lapses, it must be reviewed by the Authorising Officer and cancelled 
where appropriate rather than letting an authorisation lapse.   It is of paramount importance 
that all officers involved in the surveillance are made aware of the cancellation. 

 
Officers who continue to conduct surveillance once it is brought to their attention that it is no 
longer authorised may be liable to disciplinary proceedings.   Potential court action could also 
be taken against officers by any party affected by unauthorised surveillance. 

     
 

Authorisation forms 
 

The case officer must ensure they have the latest version of the forms. These can be 
obtained from the home office website. 

Formatted: Indent: Left:  0.63 cm, Hanging:  0.63 cm, Space
After:  24 pt

Formatted: Heading 1, None, Indent: First line:  0 cm

Formatted: Font: 11 pt

Formatted: Justified

Formatted: Indent: Left:  0 cm, Space After:  8 pt

Formatted: Justified, Indent: Left:  0 cm, Space After:  8 pt

Formatted: Indent: Left:  0 cm, Space After:  8 pt

Formatted: Justified, Indent: Left:  0 cm

Formatted: Indent: Left:  0 cm, Space After:  24 pt

Formatted: Heading 1, Left, Space After:  0 pt

Formatted: Font: 11 pt

Formatted: Left, Indent: Left:  0 cm, Space After:  8 pt

Formatted: Left, Indent: Left:  0 cm

Formatted: Indent: Left:  0.63 cm

Formatted: Heading 1, Indent: Left:  0 cm

Formatted: Font: 11 pt

Formatted: Left, Indent: Left:  0 cm, Space After:  8 pt

Page 115



 
Page 1 of 18 
 
Version January 2019 

Formatted: Left

 

The initial authorisation form and any renewals will be kept by the authorising officer for the 
duration of the authorisation.   A unique reference number will be allocated by the Senior 
Responsible Officer.   Upon the cessation of the authorisation forms should be sent to the 
Council’s Senior Responsible Officer for safe custody. 

 
Forms will be stored for a period of five years from the date of the authorisation ceasing.   
Forms may be recalled by the Authorising Officer or by the officer applying for authorisation if 
for example the investigation has restarted.   Any removal of forms must be accompanied by 
the completion of a log sheet indicating when the form was removed and by whom. 

 

Any officer who removes forms will be responsible for the safe keeping of those forms. 
Disciplinary action may be taken against officers who do not comply. 

 

Under no circumstances must the forms that have been removed be altered or amended in 
any way.   Again disciplinary action may be taken for non-compliance. 

 
Forms may be electronically scanned and stored for the sake of practicality. 
  
General Information 

 
This policy is a public document and is available for public inspection at the Council’s main 
offices at Campus East, Welwyn Garden City, Hertfordshire AL8 6AE.   The document is also 
available on the Council website at www.welhat.gov.uk 

 
The policy will be reviewed from time to time. 
 
 
Training and review.  
 
The council will arrange for Authorising officers to receive training. Where relevant and 
necessary in the conduct of their jobs, Heads of Service are responsible to ensure a training 
programme for their staff which covers use of RIPA and authorisation requirements for covert 
surveillance. The Authorising Officers can assist with this training. 

 

The Authorising Officers will periodically review the corporate training needs regarding RIPA 
and the promotion of good surveillance practice.  

 
As part of the annual “management assurance” process Heads of Service will be required to 
submit declarations with regard to the use of RIPA within their teams 

 
 

Record Keeping 
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A record of the following information pertaining to all authorisations shall be centrally 
retrievable within each public authority for a period of at least five years from the ending of 
each authorisation.    

 

At the Council this will be held by the Director (Public Protection, Planning and Governance) 
who is the Council’s Senior Responsible   Officer. This information will be regularly updated 
whenever an authorisation is granted, renewed or cancelled and will be made available for 
inspection by the relevant commissioner. 

 
• The type of authorisation 
• The date the authorisation was given 
• Name and grade of the Authorising Officer 
• The unique reference number of the investigation 
• The title of the investigation including a brief description and names of subjects 
• Details of attendances at the magistrates court to include the date of attendance at 

court, the determining magistrate, the decision of the court and the time and date of 
that decision 

• The dates of any reviews 
• If the authorisation has been renewed, when it was renewed and who authorised the 

renewal including the name and grade of the Authorising Officer 
• Whether the investigation is likely to result in obtaining confidential information as 

defined in the code 
• Whether the authorisation was granted by an individual directly involved in the 

investigation 
• The date the authorisation was cancelled 

 
The following documentation will also be held centrally: 

 
• A copy of the application and a copy of the authorisation together with any 

supplementary documentation and notification of the approval given by the authorising 
officer 

• A record of the period over which the surveillance has taken place 
• The frequency of reviews prescribed by the Authorisation Officer 
• A record of the result of each review of the authorisation 
• A copy of any renewal of an authorisation together with any supporting documentation 

submitted when the renewal was requested 
• The date and time when any instruction to cease surveillance was given 
• The date and time when any other instruction was given by the authorisation officer 
• A copy of the order approving or otherwise the grant or renewal of an authorisation from 

a JP/Magistrate  

 
The Council will ensure that arrangements are in place for the secure handling, storage and 
destruction of material obtained through the use of directed or intrusive surveillance. 
Authorising Officers will be responsible for ensuring compliance with the appropriate data 
protection requirements under the Data Protection Act 2018, The General Data Protection 
Regulations 2018 and any relevant codes of practice relating to the handling and storage of 
material.  

 

Formatted: Indent: Left:  0 cm, Space After:  8 pt

Formatted: Indent: Left:  0 cm, Space After:  2 pt

Formatted: Space After:  2 pt

Formatted: Font: 11 pt

Formatted: Justified, Indent: Left:  0.75 cm, Hanging:  0.5
cm, Space After:  2 pt, Add space between paragraphs of the
same style

Formatted: Font: 11 pt

Formatted: Indent: Left:  0 cm, Space After:  2 pt

Formatted: Space After:  2 pt

Formatted: Font: 11 pt

Formatted: Justified, Indent: Left:  0.75 cm, Hanging:  0.5
cm, Space After:  2 pt, Add space between paragraphs of the
same style

Formatted: Font: 11 pt

Formatted: Indent: Left:  0 cm

Page 117



 
Page 1 of 18 
 
Version January 2019 

Formatted: Left

 
 
Mandatory reporting  

 
The code of practice sets out new requirements with regard to error reporting and places duties 
on the Senior Responsible Officer to investigate and if necessary report errors in a particular 
way.  

 
Examples of particular errors which would require investigation and reporting are that 
surveillance has taken places without lawful authorisation or there has been a failure by the 
council to adhere to the safeguards set out in the relevant statutory provisions and codes of 
practice. This policy commits the council to providing sufficient resources to enable the Senior 
Responsible Officer to investigate and report on any such errors. This error investigation and 
reporting mechanism is separate from the council complaints process and the right of an 
individual to complaint to the Commissioners or relevant Ombudsman.  

 
Having submitted an error report, this policy commits the council to following any subsequent 
guidance issued by the Commissioner.  

 
 

Oversight by elected members 
 
Elected members of a local authority should review the authority’s use of RIPA and set the 
policy at least once a year.   They should also consider internal reports on the use of RIPA on 
a regular basis to ensure that it is being used consistently with the local authority’s policy and 
that the policy remains fit for purpose. 
 
 
Complaints 

 
RIPA has established an independent Tribunal known as the Investigatory Powers Tribunal 
(IPT) made up of senior members of the judiciary and legal profession and is independent of 
the Government. This tribunal has jurisdiction to investigate and determine complaints against 
the use of surveillance powers by public authorities (including the council).  

 
 
The code of practice states that any complaint about the use of surveillance powers should be 
referred to the IPT, although it is accepted that some complaints may come through the normal 
council complaint process. Therefore this policy requires any council officer in receipt of a 
complaint regarding surveillance powers to make the Senior Responsible Officer aware so that 
the complainant can be advised of their right to refer the matter to the IPT and also the need 
for any mandatory error investigation and reporting can be considered.  

 
The IPT many be contacted at: Investigatory Powers Tribunal, PO Box 33220, London SW1H 
0ZQ 

 
https://www.ipt-uk.com 
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The IPT can advise on any rights of appeal against their decision. 

 
Additionally dependent on the nature of the complaint the complainant may also wish to 
contact the Local Government and Social Care Ombudsman. https://www.lgo.org.uk/    
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	5 REVIEW OF CORPORATE ANTI-FRAUD AND CORRUPTION POLICY AND ASSOCIATED POLICIES
	5 - Appendix A- Anti-fraud and Corruption Policy v1.0
	This policy applies to all employees, councillors, contractors, partners, suppliers, consultants, residents and service users of the council.  
	1 Scope
	1.1 This policy outlines The Council’s  attitude to fraud and corruption and the approach to be taken when fraud or corruption is suspected. It applies to all employees, councillors, contractors, partners, suppliers, consultants, volunteers, residents...
	1.2 The policy applies to all Council’s activities, including its work with strategic partners, third parties, suppliers and others. In the case of partnership working, the council will seek to promote the adoption of this policy by its partners.
	2 Policy Statement
	2.1 The Council will not tolerate fraudulent or corrupt acts and will take firm action against those who defraud the authority, who are corrupt or engage in financial malpractice.
	2.2 The Council will fulfil the responsibility to reduce fraud and protect our resources by a strategic approach consistent with that outlined in the Fighting Fraud and Corruption Locally Strategy 2020 and CIPFA’s Managing the Risk of Fraud and Corrup...
	2.3 The Council’s employees and Members have a key role in maintaining this culture. The Council has implemented effective whistleblowing arrangements and employees and Members are encouraged to raise any serious concerns about the Council’s work, inc...
	2.4 The desired culture is reinforced through the Council’s behavioural competencies which are embedded in policies and procedures, where values of openness and honesty are specifically mentioned.
	2.5 The Council aims to learn from any incidences of fraud or corruption and where there have been breakdowns in systems, procedures or governance arrangements, these will be reviewed and will be controls put in place to prevent a reoccurrence.
	2.6 We will Work with our partners and other investigative bodies to strengthen and continuously improve our arrangements to prevent fraud and corruption.
	3 Key Principles
	3.1 The Council is committed to the prevention and detection of fraud and corruption, whether from within or outside the organisation and accordingly the aims of this document are to:
	3.2 The strategy is based upon four key themes: Govern, Acknowledge, Prevent and Pursue (Appendix B). It adheres to the CIFAS publication “Fighting Fraud and Corruption Locally Strategy 2020” which was published in March 2020.
	4 Types and Impact of Fraud
	4.1  Fraud detrimentally affects the Council , its ability to meet its objectives and impacts on its residents. It can:
	4.2 A list of types of fraud that could be faced by the Council are contained within Appendix D. This list is not exhaustive but provides context on the impact fraud and corruption can have on the organisation and its ability to deliver its objectives.
	5 Definitions of Commonly Used Terms
	Fraud
	5.1 The Chartered Institute of Public Finance and Accountancy (CIPFA) defines fraud as:
	“Any intentional false representation, including failure to declare information or abuse of position that is carried out to make gain, cause loss or expose another to the risk of loss”
	5.2 As a crime ‘Fraud’ is defined by the Fraud Act 2006 as:
	5.13 The need for vigilance is vital and any suspicion concerning the appropriateness of a transaction should be reported and advice sought from the Money Laundering Reporting Officer.
	5.14 Responsibilities and reporting arrangements are set out within the Council’s Anti-Money Laundering Policy.
	6 Management of Fraud and Corruption
	6.1 As with any risk faced by the council, it is the responsibility of managers to ensure that any fraud risk is adequately considered when preparing risk assessments in support of achieving strategic priorities, business plans, project and programme ...
	6.2 In making this assessment it is important to consider the risk of fraud occurring rather than any actual incidences of fraud having occurred in the past. Once the fraud risk has been evaluated, appropriate action should be taken to mitigate those ...
	6.3 Any changes in operations or the business environment must also be assessed to ensure any impacts, which might increase or otherwise change the risk of fraud, bribery and corruption, are properly taken into account.
	6.4 Good corporate governance procedures are a strong safeguard against fraud and corruption. Adequate supervision, recruitment and selection, scrutiny and healthy scepticism must not be seen as distrust but simply as good management practice shaping ...
	6.5 Whilst all stakeholders in scope have a part to play in reducing the risk fraud, elected Members, Directors and Management are ideally positioned to influence the ethical tone of the organisation and play a crucial role in fostering a culture of h...
	6.6 The Council adopts the four key themes of Govern, Acknowledge, Prevent and Pursue. The approach to each of these headings is set out in Appendix B.
	6.7 A fraud response plan is contained within Appendix C. This is used in the event of a fraud or a suspected fraud.
	6.8 The council will provide a counter fraud provision which:
	7 Monitoring
	8 Version History
	Appendix A – Roles and Responsibilities
	Appendix A (continued) – Roles and Responsibilities
	Appendix B – Governing & Acknowledging, Preventing and Pursuing Fraud
	Appendix B (Cont.) – Governing & Acknowledging, Preventing and Pursuing Fraud
	Appendix C – Fraud Response Plan
	1 Identification / Notification
	1.1 In the event of a fraud being discovered or suspected, the matter should be reported to the Head of Resources who will decide what further action is appropriate. Details should be emailed to antifraud@welhat.gov.uk
	1.2 Tenancy or Benefit Fraud can also be reported online www.welhat.gov.uk/report
	1.3 The Council relies on its employees, its agencies and the public to help prevent and detect fraud and corruption. Often employees are the first to realise there is something seriously wrong internally, as they are in positions to be able to spot a...
	1.4 Council employees and Members must report any concerns they may have regarding fraud, bribery and corruption, whether it relates to dishonest behaviours by council employees, Members or by others.
	1.5 The action taken when a suspected case of fraud, bribery, or corruption is first found might be vital to the success of any investigation that follows, so it is important that employees’ actions are in line with the information given in this docum...
	1.6 Whilst you can remain anonymous, it does help if your details are provided as concerns expressed anonymously are often much more difficult to investigate. For example, we may need to contact you to obtain further information or verify the informat...
	2 Investigation Process
	2.1 Any suspicion of fraud or corruption will be treated seriously and will be investigated in statutory provisions and local protocols to ensure any actions are carried out both fairly and lawfully.
	2.2 Suspected fraud and corruption will be investigated in an independent, open-minded and professional manner with the aim of protecting the interests of both the Council and the suspected individual(s).
	2.3 Where necessary the Council will work in co-operation with other organisations such as the Police, Department for Work and Pensions, Home Office, Her Majesty’s Revenue and Customs, UK Borders Agency, NHS Counter Fraud Authority and other Local Aut...
	2.4 If sufficient evidence is established, the case will be reviewed to decide on the appropriate course of action to be taken. The Council’s corporate enforcement policy provide further guidance of what appropriate action will be taken against the pe...
	Appendix C (continued)– Fraud Response Plan
	3 Confidentiality
	3.1 Details of any investigation are strictly confidential and will not be discussed with anyone other than the relevant management representatives.
	3.2 If the media becomes aware of an investigation and attempts to contact employees or Members, no disclosure of the alleged fraud and investigation can be given. All matters relating to statements to the media will be dealt with through the Council’...
	Appendix D – Examples of Fraud Areas

	5 - Appendix B- Anti-bribery Policy v1.0
	This policy applies to all employees, councillors, contractors, partners, suppliers, consultants, residents and service users of the council.  
	1 Scope
	1.1 This policy outlines the council’s approach to bribery. It applies to all employees, councillors, contractors, partners, suppliers, consultants, volunteers, residents and service users of the council.
	1.2 The policy applies to all council’s activities, including its work with strategic partners, third parties, suppliers and others. In the case of partnership working, the council will seek to promote the adoption of this policy by its partners.
	2 Background
	2.1 The Bribery Act 2010 (‘the Bribery Act’) aims to promote anti-bribery practices amongst businesses. An organisation will commit a criminal offence under the Bribery Act if it fails to prevent bribery that is intended to obtain or retain business, ...
	2.2 An individual can also be guilty of an offence under the Bribery Act.
	2.3 There are four key offences under the Act
	2.4 Before the Bribery Act came into force organisations were only likely to be guilty of a bribery offence if senior management were involved.  The Bribery Act however applies to all staff in the organisation, and now an organisation may be guilty of...
	2.5 An organisation will have a defence to the corporate offence if it can demonstrate that it had adequate procedures in place to prevent bribery by, or of, persons associated with the organisation.
	2.6 An individual guilty of an offence under sections 1, 2 or 6 is liable:
	3 Definition of Bribery
	3.1 Bribery is an inducement or reward offered, promised, or provided, to gain personal, commercial, regulatory or contractual advantage.
	4 Key Principles
	4.1 The objective of the policy is to provide a coherent and consistent approach to all employees and any person who performs services for and on behalf of Welwyn  Hatfield Borough Council (the Council), including contractors,  subcontractors and volu...
	4.2 It will enable employees, members, contractors and volunteers to understand their responsibilities and allow them to take the necessary action such as reporting any potential breaches of the policy.
	4.3 The policy will form part of the Council’s Anti-Fraud and Corruption Framework.
	4.4 The Council is committed to preventing bribery and will not tolerate it in any of its activities.
	5 Policy Statement
	5.1 The Council is committed to countering bribery and corruption in all forms and will not tolerate it in any of its activities.
	5.2 The Council does not, and will not, pay bribes or offer improper inducement to anyone for any purpose.  Equally, the Council does not, and will not, accept any bribes or improper inducements or engage indirectly in or otherwise encourage bribery.
	5.3 All staff and those working or performing any service on or on behalf of the Council will neither accept nor give bribes.
	5.4 It is considered unacceptable to:
	6 Responsibilities
	7 Identification and Notification Regarding Bribery
	8 Sanctions
	9 Version History

	5 - Appendix C- Anti-money Laundering Policy v1.0
	This policy applies to all employees, councillors, contractors, partners, suppliers, consultants, residents and service users of the council.  
	1 Scope
	1.1 This policy outlines the council’s approach to bribery. It applies to all employees, councillors, contractors, partners, suppliers, consultants, volunteers, residents and service users of the council.
	1.2 The policy applies to all council’s activities, including its work with strategic partners, third parties, suppliers and others. In the case of partnership working, the council will seek to promote the adoption of this policy by its partners.
	2 Background
	2.1 Local authorities are not directly covered by the requirements of The Proceeds of Crime Act 2002 and the Money Laundering Regulations 2017 (as amended). However guidance from CIPFA indicates that they should comply with the underlying spirit of th...
	2.2 The council is committed to the highest possible standards of conduct and has therefore put in place appropriate and proportionate anti-money laundering safeguards and reporting arrangements.
	2.3 This policy appoints Anti-Money Laundering Reporting Officer to comply with legislation and to oversee the reporting of suspicious activity and money laundering to the National Crime Agency.
	3  Definition of Money Laundering
	3.1 Money laundering describes offences involving the integration of the proceeds of crime, or terrorist funds, into the mainstream economy. Such offences are defined under the Proceeds of Crime Act 2002 as the following ‘prohibited acts’:
	3.2 Provided the Council does not undertake activities regulated under the Financial Services and Markets Act 2000, the offences of ‘failure to disclose’ and ‘tipping off’ do not apply. However, the Council and its employees and Members remain subject...
	3.3 The Terrorism Act 2000 made it an offence for money laundering to become concerned in an arrangement relating to the retention or control of property likely to be used for the purposes of terrorism or resulting from acts of terrorism.
	3.4 Although the term ‘money laundering’ is generally used to describe the activities of organised crime, for most people it will involve a suspicion that someone they know, or know of, is benefiting financially from dishonest activities.
	3.5 Potentially very heavy penalties (unlimited fines and imprisonment up to fourteen years) can be handed down to those who are convicted of one of the offences.
	3.6 Bribery is an inducement or reward offered, promised, or provided, to gain personal, commercial, regulatory or contractual advantage.
	4 Key Principles
	4.1 The main requirements of the legislation are:
	4.2 Individuals who have a concern relating to a matter outside of work should contact the Police. The objective of the policy is to provide a coherent and consistent approach to all employees and any person who performs services for and on behalf of ...
	4.3 It will enable employees, members, contractors and volunteers to understand their responsibilities and allow them to take the necessary action such as reporting any potential breaches of the policy.
	4.4 The policy will form part of the Council’s Anti-Fraud and Corruption Framework.
	4.5 The Council is committed to preventing bribery and will not tolerate it in any of its activities.
	5 Policy Statement
	5.1 The Council is committed to countering bribery and corruption in all forms including money laundering and will not tolerate it in any of its activities.
	5.2 All staff and those working or performing any service on or on behalf of the council be aware of their responsibilities and familiar with legal requirements. Officers considered likely to be exposed to suspicious situations, will be made aware of ...
	5.3 It is the duty of employees and members to report all suspicious transactions to the MLRO whether they have received training or not, using the reporting procedure.
	5.4 A limit is set on payments to the Council in the form of cash, and no payment to the Council will be accepted in cash if it exceeds £5,000.
	5.5 Where the Council is carrying out “relevant business” (accountancy, audit and certain legal services) and, as part of this:
	6 Responsibilities
	7 Client Identification Procedures
	8 Identification and Reporting of Money Laundering
	9 Consideration of the report by the Money Laundering Reporting Officer
	10 Sanctions
	11 Version History

	5 - Appendix D- Preventing Tax Evasion Policy v1.0
	This policy applies to all employees, councillors, contractors, partners, suppliers, consultants, residents and service users of the council.  
	1 Scope
	1.1 This policy outlines the council’s approach to tax evasion. It applies to all employees, councillors, contractors, partners, suppliers, consultants, volunteers, residents and service users of the council.
	1.2 The policy applies to all council’s activities, including its work with strategic partners, third parties, suppliers and others. In the case of partnership working, the council will seek to promote the adoption of this policy by its partners.
	2 Background
	2.1 The Criminal Finance Act 2017, which became law in the summer of 2017, sets out how those organisations categorised as ‘relevant bodies’ under the Act will be considered criminally liable where they fail to prevent those who act for, or on their b...
	2.2 The Act introduced new offences that will be committed where a relevant body fails to prevent an associated person criminally facilitating the evasion of a tax, and this will be the case whether the tax evaded is owed in the UK or in a foreign cou...
	2.3 Organisations, including Councils, could be liable to severe penalties if they fail to implement adequate procedures to prevent tax evasion.
	2.4 On 1 September 2018 Her Majesty’s Revenue and Customs (HMRC) issued guidance for relevant bodies formulated around the following six guiding principles:
	3 Definition of Tax Evasion
	3.1 It is an offence to dishonestly “take steps with a view to” or “be knowingly concerned in” the evasion of the tax. For these offences to be committed it is not necessary that any tax actually be successfully evaded.
	3.2 There are three stages that apply to both the domestic and foreign tax evasion facilitation offences.
	4 Key Principles
	4.1 The objective of the policy is to provide a coherent and consistent approach to all employees and any person who performs services for and on behalf of Welwyn & Hatfield Borough Council (the Council), including contractors and subcontractors, on t...
	4.2 It will enable employees, members, contractors and volunteers to understand their responsibilities and allow them to take the necessary action such as reporting any potential breaches of the policy.
	4.3 The policy will form part of the Council’s Anti-Fraud and Corruption Framework.
	4.4 The Council is committed to preventing tax evasion and will not tolerate it in any of its activities.
	5 Policy Statement
	5.1 The Council understands it role in the prevention of tax evasion and takes its responsibilities seriously.
	5.2 The Council will ensure it has adequate procedures in place to assess and prevent tax evasion.
	5.3 It is considered unacceptable knowingly or through collusion to:
	6 Procedures
	7 Identification and Notification Regarding Tax Evasion
	8 Sanctions
	9 Version History
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